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Change log

Change log

DE (] Change Description

May 30, 2018 Initial release for FortiPortal 5.0.0
June 1, 2018 Fixed the title bar and updated the “FortiPortal installation” chapter.
July 11, 2018 Updated the “FortiPortal installation” chapter.
July 16, 2018 Added the “SNMP” chapter.
August 1, 2018 Updated the “Upload a license” section.
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FortiPortal overview

FortiPortal enables a Managed Security Service Provider (MSSP) to operate a cloud-based hosted security
management and log retention service. The service provides the MSSP end-customers with centralized reporting,
traffic analysis, configuration management, and log retention without the need for the end customer to invest in
additional hardware and software.

Key features

FortiPortal provides the following features:

« dashboard widgets for system and log status

o log viewer with filters

« drill-down analysis of user and network activity

« report generator (with customization options)
 Wwireless network status

« device management

« policy management

« Remote authentication using FortiAuthenticator

FortiPortal supports the following languages: Romanian, French, Portuguese, Spanish and English.

Special characters

In releases prior to 2.40, you could include some special characters (quote and backslash) in controller names.
For example, the following name would be valid:

Name'1l/3

However, in release 2.4.0 and later, you must not use these characters. Prior to upgrading to release 2.4.0, you
must remove these special characters from existing names.

Components

The end-customer's FortiGate devices are managed by one or more FortiManagers. Optionally, logs from the
FortiGate devices can be gathered by one or more FortiAnalyzers.

In the FortiPortal, the collectors collect logs from the FortiAnalyzer (or the FortiGate devices directly) and store
the logs in collector databases. The portal aggregates the logs into a central database, and performs security
analytics on the logs. The portal provides an administrative web interface (for the service provider administrative
staff) and a customer web interface (for the MSSP’s customers).

The following figure illustrates the FortiPortal components and a typical customer network.

11 FortiPortal Administration and User Guide
Fortinet, Inc.
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Infrastructure

The FortiPortal solution includes the following components:

« Collector: virtual appliance:
o Manages logs sent from the FortiGate devices

o FortiPortal can include more than one collector

« Collector database: MySQL database:
o Physical or virtual server provided by the service provider

o The collector stores the logs in this database
o FortiPortal can include more than one collector database

o Portal: virtual appliance:
o Provides the service provider web interface and the customer web interface.

o Uses the FortiManager APl to manage devices, objects, and policies

o FortiPortal includes only one portal (however, the portal can consist of multiple VM instances for
redundancy and/or scalability)

« Portal database: MySQL database:
o Physical or virtual server provided by the service provider

o The portal aggregates the logs into this database
o FortiPortal includes only one portal database

The customer web interface enables each end customer to access/analyze their data and administer their
service. For additional information about the customer web interface, see the FortiPortal User Help (which is also
available by selecting the help button in the customer web interface).

FortiPortal Administration and User Guide 12
Fortinet, Inc.
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End-customer devices FortiPortal overview

The administrative web service allows the service provider to configure the services for each end customer, and to
manage the overall cloud service.

End-customer devices

FortiPortal requires that the customer FortiGate devices must be managed by FortiManager. FortiManagers may
reside in the customer network or in the MSSP cloud.

1. FortiGate: security devices in the customer environment:
« generates the security logs

« passes logs to the collector
« also fulfills the AP Wireless Controller role

2. FortiManager: manages a set of FortiGate devices:
« All FortiGate devices in the FortiPortal must be managed by FortiManager

« FortiManager provides device information to the FortiPortal
« May reside in the customer network or in the MSSP cloud

3. (Optional) FortiAnalyzer: receives logs from the devices:
« passes the logs on to the collector

« May reside in the customer network or in the MSSP cloud

FortiPortal concepts

FortiPortal introduces the following concepts:
Customer sites

« An end-customer can have multiple sites.

« Asiteis alogical grouping of devices (independent of which FortiManager manages the device).
« Devices are FortiGate devices or AP wireless devices.

Customers Customer #1

Customer #2

1 1! | -

Sites Site #1 Site #2 Site #3 Site #4

I T TN

FortiManager

m|

Storage limits
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« Each end-customer has a storage capacity maximum amount, which is expressed as a number of GB of database
storage.
« The storage capacity is allocated between the two databases. The allocation is configurable per-customer. The

default allocation is as follows:
« Portal database (20% of the customer's storage amount)

« Collector databases (80% of the customer's storage amount)

If a customer exceeds their storage limit, one of the following strategies is applied (this is configurable for each
customer):

o Overwrite the oldest logs

« Stop logging

Remote authentication

You have the choice of local or remote user authentication of the Admin and Customer portal users. Local
authentication works by defining the users in the local user databases. Remote authentication provides a choice

of Radius authentication or FortiAuthenticator. The choice of authentication method is global to the whole
FortiPortal.

If you set the authentication mode to remote, all user management functions reside with the remote system.
FortiPortal user management capabilities (add/modify/delete users, reset password, change password) are
blocked, as these apply only to local users.

For additional information regarding FortiAuthenticator, refer to the FortiAuthenticator product documentation.
Trusted Hosts

If you are using local user authentication, you can add the Trusted Hosts capability as an added level of security.
You can apply the Trusted Hosts capability as a global feature. Optionally, you can add per-customer whitelists.

If you enable Trusted Hosts as a global setting, the system enforces a configurable blacklist and configurable
whitelist for all admin and customer users.

You can also enable Trusted Hosts as a customer setting. The system creates a whitelist of trusted hosts for the
customer users. The default entry in the whitelist is to allow all users, so you need to delete this entry to create a
real whitelist.

NOTE: For a customer with Trusted Hosts enabled, the system also enforces the global blacklist and whitelist for
the customer users.

FortiPortal Administration and User Guide 14
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FortiPortal installation

The following figure shows an example of a FortiPortal topology:
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This chapter covers the following tasks:

« "VMware prerequisites" on page 15

« "Basic setup"on page 18

« "Additional setup tasks" on page 27

FortiPortal software provides a self-service management interface for managed security service provider (MSSP)
customers (or any organization that uses FortiManager to manage security instances) to monitor and configure

security instances without direct FortiManager access. FortiPortal is a web application and runs on virtual
machines where each VM runs one of the following:

« Portal VM (which is the external interface for FortiManager)

« Portal database server VM

« Collector VM (which is used for analytics)

« Collector database server VM (MariaDB 10.2 and MySQL 5.7 are the recommended database servers.)

The basic installation requires four VMs. (Portal load balancing and collector high availability (HA) configurations,
discussed later, add additional VMs.)

NOTE: Remember to protect FortiPortal with an external firewall. External users should only connect to the portal
VM. They should not make direct connections to the database servers, collector VMs, or FortiManager.

VMware prerequisites

For KVM and OpenStack, see "Appendix: Installation using OpenStack" on page 127.

15 FortiPortal Administration and User Guide
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FortiPortal installation VMware prerequisites

This chapter assumes some familiarity with the VMware vSphere Client terminology.

Before deploying your FortiPortal using VMware, you must do the following:

1.
2,
3.

Install the VMware vSphere Client on the management computer.
All VM instances run on VMware ESXi Server version 5.5 or later.

You must install one database server for the portal database and one database server for each collector database
instance.

FortiPortal provides two installation alternatives. The choice of alternative determines the required OVF files that
you need to download.

« Install the portal and collector as individual VMs. Required files for a new VMware installation:

o fpcvm64imageCollector.out.ovf.zip
o ffpcvm64imagePortal.out.ovf.zip

« Alternatively, both VMs can be installed as a virtual app. Required file:

o fpcvm64imagevApp.out.ovf.zip

Downloading OVF files

To download the required OVF files, follow these steps:

a0 bd =

Navigate to the Fortinet customer service page (support.fortinet.com).
Go to Download > Firmware Images.

On the Firmware Images page, select FortiPortal.

Download the latest versions of the required zip files.

Extract the packages to a local folder on the management computer.

Installing FortiPortal VMs

You have a choice of VM installation methods. You can install separate VM instances for the portal and each of
the collectors, or you can install the portal and collector as a VM vApp.

Installing the portal and collectors includes the following major steps:

o nN =

Create a VM instance or a VM vApp. See "Create a VM instance " on page 16 or "Create a VM vApp" on page 17.
Configure VM hardware settings. See "Configure VM hardware settings" on page 18.

Power on the VM. See "Start the VM or vApp" on page 18.

Configure the portal or collector parameters.

The first time you start the portal, you will have access only through the console window of your VM server
environment. After you configure the initial parameters, you can access the FortiPortal through the web-based
portal.

Create a VM instance

NOTE: This VM is intended for testing purposes only and should not be used for production environments.

1. Download the portal or collector OVF file.
2. Launch the VMware vSphere client.
3. Enterthe IP address or host name of your VMware server.
FortiPortal Administration and User Guide 16
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4. Inthe inventory menu, select the physical server where you will install the VM.
5. Select File > Deploy OVF Template to launch the OVF Template wizard. The wizard will guide you through a
series of deployment steps.
6. Source: Use the Browse function to locate the OVF file:
« Portal: FortiPortal-VM64.ovf
« Collector: FortiPortal-VM64-Collector.ovf
7. OVF Template Details: This page displays the following information: FortiPortal version, size of the download,
and application size on disk.
Select Next.
8. End-user License Agreement: Accept the end-user license agreement and select Next.
9. Name and Location: Enter a name for this virtual machine, select a location from the location inventory and select
Next.
10. Storage: Select the destination storage for the virtual machine files and select Next.
11. Disk Format: This page displays the storage device that you selected in the previous step, along with available
space. Select Thin Provision and select Next.
12. Network Mapping: Select the destination network to map to the source network in your OVF and select Next.
13. Ready to Complete: Review the deployment settings. Select Back to make any changes. When ready, select
Finish.
Create a VM vApp
NOTE: As a convenience, vApp contains the MySQL image for testing FortiPortal setups.
1. Download the application OVF file.
2. Launch the VMware vSphere client.
3. Enterthe IP address or host name of your VMware server.
4. Inthe inventory menu, select the physical server where you will install the VM.
5. Select File > Deploy OVF Template to launch the OVF Template wizard. The wizard will guide you through a
series of deployment steps.
6. Source: Use the Browse function to locate the OVF file for the application:
« fpcvm64imagevApp.out.ovf.zip
or
« fpcvm64imagevApp-mysql.out.ovf.zip
7. OVF Template Details: This page displays the following information: FortiPortal version, size of the download,
and application size on disk.
Select Next.
8. End-user License Agreement: Accept the end-user license agreement and select Next.
9. Name and Location: Enter a name for this VM vApp, select a location from the location inventory and select Next.
10. Storage: Select the destination storage for the virtual machine files and select Next.
11. Disk Format: This page displays the storage device that you selected in the previous step, along with available
space. Select Thin Provision and select Next.
12. Network Mapping: Select the destination network to map to the source network in your OVF and select Next.
13. Ready to Complete: Review the deployment settings. Select back to make any changes. When ready, select

Finish.

FortiPortal Administration and User Guide
Fortinet, Inc.



FortiPortal installation Basic setup

The system creates a VM vApp using the name that you provided in step 9, as shown in the following figure:

= 3f} FortiPortal-VAPP
(3 FortiPortal
(3 FortiPortalCollector

Configure VM hardware settings

If required, adjust the VM CPU, memory and storage settings. The following are the default settings:

. CPU 2
o Memory: 2 GB
o Hard drive: 80 GB

To adjust these numbers, select the newly created VM in the inventory list and select Getting started > Edit
virtual machine settings.

Start the VM or vApp

In the inventory list, right-click the FortiPortal VM or vApp that you just installed and select Power On.

Basic setup

NOTE: The portal interacts with FortiManager, and the collector, typically, interacts with FortiAnalyzer. To avoid the
portal or collector becoming a bottleneck, you can adjust their maximum CPU and memory sizes so that they equal
the values for the FortiManager and FortiAnalyzer devices they interact with.

Basic setup covers the following tasks:

» "Sizing"on page 18

o "Default login credentials" on page 19

« "Database installation" on page 19

« "Portal installation" on page 20

« "Collectorinstallation" on page 23

« "FortiManager configuration" on page 25
« "FortiAnalyzer configuration" on page 26

Sizing
FortiPortal sizing can be complex. Fortinet recommends that you work with your Fortinet systems engineer when
possible. However, using the following guidelines, you can successfully complete this task:

« Portal VM—The default storage disk size is 80 GB, which is the recommended minimum. (The 2-GB disk in the VM
is the flash memory; the 80-GB disk is storage.) If you have many customer logins and many devices, then increase
the memory and disk sizes for improved performance.

« Collector VM—The storage disk size depends on the number of FortiGate units logging to it. The default 80-GB
storage supports approximately 20 FortiGate units. (You can increase the disk size to support more FortiGate units.
But a single collector has a maximum rate of 15,000 logs per second.)

FortiPortal Administration and User Guide 18
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Basic setup FortiPortal installation

Portal and collector databases server VMs—The minimum customer (database) storage size is 5 GB, which
comfortably supports about 100 logs per second with an aggregate log retention period of 30 days. Of this 5 GB, by
default, 80 percent is stored in the collector database as raw logs and 20 percent is stored in the portal database as
aggregate logs. (You can adjust this value to increase storage for aggregate logs.) So, for an 80/20 split, 4 GB is
required for the collector database and 1 GB for the portal database. For example, if you have 100 customers, you
need a minimum 500-GB database storage with the default 5-GB storage: 100 GB for portal and 400 GB for
collector. Configure the database servers to accommodate growth because these require the most storage. For
example, start with 1 TB or more, each, for the portal and collector database servers. You then set the size of both
the portal and collector databases in the FortiPortal application.

(See "Appendix: Sizing" on page 122 for further information about sizing. Using VMs, you can easily increase the
amount of memory or disk sizes with Logical Volume Manager [LVM].)

Default login credentials

The following are the default user names and passwords for the FortiPortal components:

Component Default User Name Default password
Portal admin No password
Collector admin No password
Portal database VM fpc fpc

Collector database VM fpc fpc

Portal database and collector database (MySQL) root admin

Database installation

NOTE: Fortinet does not provide this server as part of FortiPortal. Fortinet supports the databases created by
FortiPortal and the connections to them.

The following is the overall installation procedure, which starts by configuring the database servers:

1.

19

After you create the database server image, you must install at least two instances, one for the portal database
and one for each collector database.

Create the server VM and install the database server. FortiPortal supports MariaDB 10.2 and MySQL 5.7.
Install the portal. The portal requires a license.

Install the collector(s). (No licenses are required for the collector, so you can add as many collectors as needed if
you need more log storage and an increased logging rate.)

After FortiPortal is running, you can add FortiManager devices and set up customers. See "Add a FortiManager"
on page 59 and "Add or edit a customer" on page 39.

FortiPortal Administration and User Guide
Fortinet, Inc.



FortiPortal installation Basic setup

After you create the server VM and install the database server, configure the following settings in MySQL
(version 5.7 or later) or MariaDB (version 10.2):

1. Setthe MySQL serverbind-address and sql_mode parametersin the [mysgld] section of one of the
following files:

For MariaDB: /etc/mysgl/my.cnf
For MySQL: /etc/mysqgl/mysqgl.conf.d/mysgld.cnf

For example:
[mysqgld]
bind-address = 10.220.64.121

sgql mode = STRICT TRANS TABLES,NO ZERO IN DATE,NO ZERO DATE,ERROR FOR DIVISION
BY ZERO,NO AUTO CREATE USER,NO ENGINE SUBSTITUTION

2. From the MySQL console, use the show variables command to check that the following parameters are
correctly set:

mysgl -u root -p

3. Create a user for the portal, grant privileges to the user, and check that the user is created:

create user '<database user name>'@'%' identified by '<database user
password>"';

GRANT ALL PRIVILEGES ON *.* TO '<database user name>'@'%' IDENTIFIED BY
<database user password>;

flush privileges;

# Use the following query to check that the user and host are entered correctly
select host,user from mysqgl.user;

For example:

> create user 'fpc'Q@'%' identified by 'fpc';

> GRANT ALL PRIVILEGES ON *.* TO 'fpc'@'%' IDENTIFIED BY 'fpc';
> flush privileges;

> select host,user from mysqgl.user;

Portal installation

NOTE: Before doing the portal installation, Fortinet recommends taking a snapshot of the portal database serverin
its initial state. If there are any errors installing portal, you can revert the database server to its initial state.

1. Install the portal VM image. For a new VMware installation, use the fpcvm64imagePortal.out.ovf.zip
file. For the KVM version, see "Appendix: Installation using OpenStack" on page 127.

2. Configure the CLI settings. For example:

FortiPortal Administration and User Guide 20
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config system global

set hostname portal # use whatever name that you want to give the VM
set timezone 28 # use ? to identify the correct value for your region
end

config system interface

edit portl

set ip 10.220.64.120/24

set allowaccess ping https ssh http
end

config system route
edit 1

set device portl

set gateway 10.220.64.1
end

config system sqgl

set status remote

set database-name fp_fazlite # use whatever name that you want to give the database;
use the same database name when you configure the collector VM

set database-type mysgl # REQUIRED. If you omit this step, there will be problems
with generating the portal database and collector database.

set username fpC # use the database user name instead of fpc

set password XYZ # use the password for the database user name

set server 10.220.64.121 # use the same IP address for the collector when you
configure it from the CLI

end

3. Checkthe NTP settings with the show system ntp command. Modify the settings for your environment if

necessary. NOTE: The NTP source should be the same for all portal and collector VMs to synchronize the log time
stamps across all devices.

Reboot the VM.
From the database console, check the FortiPortal version information:

mysqgl -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 59741

Server version: 10.2.13-MariaDB-10.2.13+maria~xenial-log mariadb.org binary
distribution

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [ (none)]> show databases;
- +
| Database |
o +

ftntpmcdb

information_ schema

|
|
| mysqgl
| performance_ schema
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| portal |
| portal hcache |

MariaDB [ (none)]> connect ftntpmcdb
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Connection id: 59845
Current database: ftntpmcdb

MariaDB [ftntpmcdb]> select DB Version, Portal Version from fpc version;

Fomm - Fommm - +
| DB Version | Portal Version |
fomm Fmmmm e +
| 5.0.0 | 5.0.0 11
Fomm - Fmmm e +
1 row in set (0.00 sec)

6. Login to the portal using the user name spuser and the password test123:

https://10.220.64.120/fpc/login

Language English +

FortiPortal

Login

spuser
ssseEe ll
Login

Forgot password

Cloud Based Security Analytics and Management for Carriers and Managed Security

Service Providers

The top banner is common for all of the pages (Dashboard, Customers, Devices, Admin, Audit).

7. Next, you need to set the portal database size available on the portal database server. Go to Admin > Settings to
specify the FPC Data Store Size. For example, 1024 GB. (NOTE: The mail settings must also be configured
during the first-time configuration.)

8. Next, upload the license file. Go to Admin > System Info and select Upload License.
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9. Afterthe license is uploaded, check that the license status is valid and the number of devices allowed is correct.
(NOTE: The individual portal and collector VMs do not have serial numbers.)

Updating the SSL certificate file

If you are setting up a demo server, you can skip this procedure.

NOTE: You must upload the license first.

Use the following steps to import an SSL certificate for the FortiPortal VM.

From the Admin portal, select Admin > System Info to display information about the SSL certificate.

System Info page

[n-] m m [n-] System Info (A m [n-]

— Version Information

—License Infor:

_ Version 5.0.0
VM License Valid &

Build Number 182
Devices Allowed[Used] 10 [o]

FPC Admin Login
FAPs Allowed[Used] 100 [0] lrm
FSA Devices Used 0 [ Certificate Information
Certificate Private Key
Expiry Date Thu May 31 22:07:51 2018 GMT Choose File | Mo file chosen Choose File | Mo file chosen
Serial Number FPC-VM1000000008 “
Upload License

The Certificate Information panel displays the certificate file name and private key file name.

From this panel, you can select and upload a new certificate and private key for the FortiPortal (using the PKCS#8
format).

NOTE: Do not use certificate import and export commands from the portal or collector VMs because they apply to
the administration interface and not the FortiPortal application. The certificate signing request must be done on an
external host and the signed certificate imported. For example:

openssl genrsa -des3 -out server.key 1024

cp server.key server.key.org

openssl rsa -in server.key.org -out server.key

openssl req -new -key server.key -out server.csr

openssl pkcs8 -topk8 -nocrypt -in server.key -out portal.key

openssl x509 -req -days 365 -in server.csr -signkey portal.key -out server.crt

After these steps are done, you need to upload the certificate file (*. crt file)and portal . key file from the
FortiPortal Ul (as instructed in the administration guide). After uploading the certificate file, restart your portal
VM.

Collector installation

Use the following instructions to install and configure the first collector. You can add multiple collectors for more
storage and an increased log rate.
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Install the collector VM image using the fpcvmé64imageCollector.out.ovf.zip file.

2. Configure the CLI settings. NOTE: The database server defined with the config system sqgl command is
the portal database. The collector databases are configured from the FortiPortal application.

For example:

config system global
set hostname collector
set timezone 28

end

config system interface
edit portl

set ip 10.220.64.122/24

set allowaccess ping https ssh http

end

config system route
edit 1

set device portl

set gateway 10.220.64.1
end

config system sql

set status remote

set database-name portal

set database-type mysqgl
set password xyz

set server 10.220.64.121

set username fpc
end

3. Checkthe NTP settings with the show system ntp command. Modify the settings for your environment if

necessary.
4. Reboot the collector.

5. Login to the collector's management GUI to verify the installation:

https://10.220.64.122:4443

Adding the collector to the portal

1. Login to the portal using a service-provider user account using the user name spuser and the password

testl23.

2. Goto Devices > FPC Collectors and then select Add.

FortiManager = Controllers = FortiAnalyzer | FPC Collectors

FPC Collector List 7

Show| 10 ¥ |entries
Seq.# Name

1 Collector

2 TestHACollector

IP Address Mode

Standalone

Master ag
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Status

L]
L]

+ Add
Search | Search by Name/iP Address
Storage(GB) Action

50

50
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3. Enteraname and the IP address of the collector.

Add FPC Collector x

* Name: |collector
* I Address; |10.220.64.122
Port Number: |443
Mode: | standalone v
* Collector Username; |admin
Collector Password: |*****
Confirm Password: |*****
*DB IP Address; [10.220.64.123
* DB Port Number: |3305
* DB Username: |fpc
* DB Password: |*** -

Save Cancel

Select Standalone for the mode. If you are configuring a collector HA, select Master.
Enter the collector user name and password. By default, the user name is admin.
Enter the collector database |IP address, user name, and password.

Enter the data storage size in GB.

Select Save.

© o N o o s

Check the data store size again. It should be larger now that it includes the collector.

NOTE: The storage indicator increments by the collector database storage allocation. The overall storage indicator
combines the portal database and all collector databases.

FortiManager configuration
You need to configure FortiManager to work with FortiPortal.

1. The ADOM mode must be enabled for FortiManager to work with FortiPortal. If needed, enable ADOMs and the
advanced adom-mode on FortiManager so that you can add VDOMs on the same physical device to different
ADOMs.

config system global
set adom-status enable
set adom-mode advanced
y
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end

2. Create a portal user with read-and-write permission:

config system admin user

edit fpc

set profileid Super User

set adom all adoms

set policy-package all policy packages
set password fortinet

set rpc-permit read-write

next

end

3. The workspace mode must be enabled for FortiManager to work with FortiPortal.

config system global
set workspace-mode normal
end

4. Add your FortiManager device using the JSON port. You must poll FortiManager to see the device list. For more
information about adding FortiManagers to the portal, see "FortiManager devices" on page 57.

FortiManager | Controllers = FortiAnalyzer =~ FPC Collectors

FortiManager List 7 + Add

Show 10 ¥ |entries Search | Search

FortiManager IP Address Mode Status Action

(-} FMGO01 10.106.6.221 Standalone 0

Search | Search by Device/Customer Name

Device Status Customer Name Wireless

ADOM_52/FGVM010000094117/root (1)
ADOM_52/FGVMO10000094117 fvd1
ADOM_52/FGVMO010000094117 /vd2
ADOM_52/FGVMO10000094117/vd3
ADOM_52/FGVM010000094117 fvd4
ADOM_52/FGVMO010000094117/vd5
ADOM_52/FGVMO10000094117 /vd6
ADOM_52/FGVMO010000094117 /vd7

ADOM_52/FGVMO010000094117/vd8

e e e e
® ®© &6 ®& ®© 6 &6 &6 6 ©

ADOM_52/FGVMO10000094117 fvd9

Showing 1to 10 of 27 entries Previous 1 2 3 Next

Q FMG002 172.30.71.142 Standalone 0
(+) FMGO003 10.106.6.231 Standalone [1]

L+ FMGO004 10.106.6.232 Standalone 0

FortiAnalyzer configuration

You need to configure FortiAnalyzer to work with FortiPortal.
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1.

The ADOM mode must be enabled for FortiAnalyzer to work with FortiPortal. You must enable the interface
permission webservice on FortiAnalyzer for the portal-facing interface.

2. You must allow remote procedure calls. Create an admin user for portal:

config system admin user
edit <user name>
set rpc-permit read-write
end

Additional setup tasks

After performing the basic installation, there are additional setup tasks to fully complete your configuration:

27

To add additional collectors or to configure collector HA, see "FortiPortal collectors" on page 68.
To add additional FortiManager devices, see "FortiManager devices" on page 57.

To add wireless controllers, see "AP controller devices" on page 62.

To add FortiAnalyzer devices, see "FortiAnalyzer devices" on page 65.

To create an end customer, see "Add or edit a customer" on page 39.

To create customer sites, see "Customer sites" on page 45.

To create site administrators, see "Customer Users" on page 49.
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Reset your password

Enter the Email ID associated with your user account.

Reset your password ®

Please enter your email address and we will send you a
temporary password

* Email:

| Send | Cancel

The system resets your password and sends you a temporary password by email.
NOTE: This command is available only when Authentication Access in Admin Settings is set to Local.

The default login credentials for the portal and collector are admin (for the user name) and no password.
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Change Password

Enter your existing password and a new password. The default login credentials for the portal and collector are
admin (for the user name) and no password.

Change Password ®

* Old Password:
* Mew Password:

* Confirm Mew Password:

| Change |

The password change takes effect on your next log-in attempt.

NOTE: This command is available only when Authentication Access in Admin Settings is set to Local.
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Alerts

The Alerts page displays a list of system alerts.

Alerts 7 ®
Last 1 Day Mark As Read
Show entries Search | Search by MessageTims
U Type Message Time (GMT)
L] a Database Server is down: 20M8-05-23 23:48:50

For each alert, the page displays the following

« Type—severity of the alert. Values include: Informational and Warning
o Message—text summary of the alert
o Time—time that the alert was raised. Times are all displayed in GMT time zone.

Page actions

The Alerts page contains the following actions:

« Filter—filter the data (Last 60 Minutes, Last 1 day, Last 1 week)

o Mark as Read—mark selected alerts as read

o Show x Entries—use the drop-down selector to set the number of entries to display
« Search—enter text in the search box to search for alerts containing that text

o Select—select individual alerts, or select all alerts (select box in the column header)
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Administrative users

Selecting the % icon on the top-right hand side displays the list of FortiPortal service provider administrators.

NOTE: These users are local users. The described commands are available only when Admin Settings >
Authentication Access is setto LOCAL.

MSSP User(s) 7

x
+ Add
Search |Search by Name/Email/Sta
Mame Email Status Roles Action
SP User spuser Active FPC Admin,System Admin rd ,En &

Page actions

On this page, the following actions are available:

o Add—open a new page with the form to add an MSSP user
o Search—enter text to search for user names containing that text

Per-user actions

When you scroll over a entry in the users list, the following icons appear in the Action column:

. —opens a new page with the form to edit the data for this user

. [ —deletesthe entry. (NOTE: You cannot delete the default admin user.)

. éﬂ —opens the Trusted Host list
. E —opens the Change Password dialog box
Create a user

1. From the MSSP User(s) page, select Add.
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Create a user

Add MSSP User ®
" First Mame: " Last Mame: " Email:
Password Policy: " Password: " Confirm Password:
Enable
Must Contain:
Uppercase Letters Lowercase Letters Numbers (0-9) Special Characters
Minimum Length:
2 ~ | (B8-32 characters)
Addressl: Address2: City:
State: [Duntry: Zip:
Select a Country e
Phone: Faoe:
Awailable Roles: Selected Roles:
Search... Search...
FPC Admin =
System Admin
Admin Meonitor >
&
<<
Status ® Active O Disabled
Save Cancel
2. Input the fields, as described in the table.
3. Select Save.
The following table describes the fields in the add/edit form:
Settings Guidelines
First Name Name of the administrator
Last Name
Email Email address of the administrator
FortiPortal Administration and User Guide 32

Fortinet, Inc.
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Administrative users

Guidelines

Settings

Password Policy

Password
Confirm Password

Minimum Length
Address1
Address2

City

State

Country

Zip

Phone
Fax

Available Roles
Selected Roles

Status

Trusted Hosts

33

Enable or disable. If enabled, you can set one or more of the following types of
character that the password must contain:

- Uppercase Letters

- Lowercase Letters

- Numbers (0-9)

- Special Characters

The administrator uses these credentials to access the customer portal. The
password must meet the requirements set by the password policy.

Select the minimum number of characters that a password must contain.

Business address for the administrator

Phone and fax numbers

Roles that are available for this user type
Selected roles for this user

Select whether the MSSP user is Active or Disabled.

If you enable Trusted Hosts as a global setting (see Admin Settings), the system enforces a configurable trust-
host blocklist and whitelist for all admin and customer users.

You can also create a global trusted-host whitelist and subsequently open the list by selecting the Trusted Host
option. The following figure shows a list with only the default entry:

Trusted Host

+ Add

IP Start

0.0.0.0

Search | Ssarch by Name
Mask Prefix Action
0.0.0.0
0 |

FortiPortal Administration and User Guide
Fortinet, Inc.



Administrative users Admin user roles

From the whitelist, you can edit/delete an existing trusted host, or add a trusted-host entry. The Add/Edit Trusted
Host form contains the following fields:

Settings Guidelines

IPv4

IP Start Start address for the range covered by this entry

Mask Defines the range of IP addresses

IPv6

IP Start Start address for the range covered by this entry

Prefix Defines the range of IP addresses covered by this entry

Admin user roles

The purpose of roles is to authorize each user to view and modify only the content that is required for that user.
For example, a system administrator requires write access to the pages required for FortiPortal configuration, but
does not need write access to the customer information.

Each role defines the access rights of the user to specific FortiPortal pages and components. The user may have
read-write access to the content, or it may be hidden/read-only.

You can assign one or more roles to a user. For example, a user with Sys Admin and FortiPortal Admin roles is a
“Super Admin,” with read-write access to all Service Provider pages and all Customer Portal pages.

The system provides a set of default administrative roles. Using the FortiPortal Roles user interface, you can also
create new roles or customize the default roles.

The following table describes the default roles for administrative users:

Settings Guidelines

FPC Admin The FortiPortal Admin role provides read-write access to all of the FortiPortal
pages. but with read-only access to the collectors, administrator settings, system
log, and themes.

The FortiPortal Admin role also provides read-write access to the customer
portal.

System Admin The System Admin role provides read-only access to all of the FortiPortal pages.
In addition, this role provides read-write access to the collectors, administrator
settings, system log, and themes.

The customer portal is hidden for the Sys Admin role.

Admin Monitor The System Admin role provides read-only access to all of the FortiPortal admin
portal and the customer portal.
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Dashboard

The dashboard displays information about the FortiPortal and is organized as a set of widgets.

+ Widget | Last1Day 7 Refresh

Top Total Cloud Usage By Customer # @ ®=| | TopTraffic By Customer #® §=| | Coud Usage Trend G 8=

1068 150K
sce st 1071 K8 woKe

= s0ks
MME 0K

Free M used 24 May 0500 1400

Top Customers By Max Client Count # ®§=| | Top Customers By Aggregate Traffic (Wircless) #® 5 =| | FAP Summary S w-

Top Sandbox Customers FoE=-

Actions available (at the top of the Dashboard page):

« Widget—add a widget to the dashboard
« Filter—filter the data based on time (last 60 minutes, last 1 day, last 7 days, or specify a custom filter)
« Refresh—refresh the display for all of the widgets on the page

The dashboard includes the following default widgets:

o Top Total Cloud Usage By Customer
o Hover your cursor over each customer to view the detailed usage numbers

o Top Traffic By Customer

o Cloud Usage Trend
o Hover your cursor over each customer to view the detailed numbers over the selected usage period

« Top Customers By Max Client Count

« Top Customers By Aggregate Traffic (Wireless)
o Hover your cursor over each customer to view the detailed traffic numbers

« Fortinet Access Point (FAP) Summary
o Select the pie chart to view a list of the FAPs that are up (select the left side) or FAPs that are down (select
the right side of the pie chart)

o Top Sandbox Customers
The title bar on each widget provides the following controls:
« Edit Settings—opens a new page with a form to edit the widget details

o Refresh—refresh the widget display
o Delete—delete the widget
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Dashboard

o Collapse/Expand—collapses the widget to display only the title bar
« Drag and drop—select and hold the title bar of the widget to change its position on the page

Initial data-aggregation delay
After FortiPortal begins to receive logs from the devices, you might experience a delay of up to 15 minutes before

the aggregated data appears on the dashboard.

Setting the top N entries

From among the tools on the upper right on most widgets, you can use the Edit Settings icon to configure the

[7]o® =

widget to show the top N entries (5,10, 15):

Top Total Cloud Usage By Customer

10 GBE

wn
]
m

Free W Used

Select a number and select Ok to refresh the report.
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Customers

The Customers page shows summary information for each customer (customer name, amount of storage
allocated, and the percentage of their storage allocation that has been used).

Customer List 7 + Add

Show 10 v | entries Search | Search by Customer Name (or) Device/VDOM Name

Customer Name Allocated Storage (GB) Total Storage (%) Portal Storage (%) Collector Storage (%) # FGT VDOM / FSA Devices Action

MME 5.00 0.00 0.00 0.00 2/0

test 5.00 0.00 0.00 0.00 1/0

Page actions

On the Customers page, the following actions are available:

o Show N entries—filter the maximum number of customers to display in the page
o Add—open a new page with the form to add a customer. See "Add or edit a customer" on page 39.
« Search—enter text to search for customer names containing that text

Per-customer information

The system displays the following information for each customer:

Field Description

Allocated Storage (GB) Total amount of storage allocated for this customer

Total Storage (%) Percentage of the total storage that the customer is currently using
Portal Storage (%) Percentage of storage allocation (the customer is using) devoted to the portal
Collector Storage (%) Percentage of storage allocation (the customer is using) devoted to the collector
#FGT VDOM / FGT VDOM Devices—the number of FortiManager/FortiAP devices that are
FSA Devices registered to this customer
FSA Devices—the number of FortiSandbox devices that are registered to this
customer

NOTE: The system displays the percentage of portal and collector storage allocations that the customer is using

(not the percent of the total customer storage). These storage allocations are configurable in the add/edit customer
forms.
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Per-customer actions

Hovering over an entry in the customer table displays the following icons in the Action column:

« Edit—opens a new page with the form to edit the customer data. See "Add or edit a customer" on page 39.
« Delete—deletes this customer

« Sites—opens a pop-up window with a list of sites for this customer. See "Customer sites" on page 45.

« User(s)—opens a pop-up window with a list of users for this customer. See "Customer Users" on page 49.
« Reports—opens a pop-up window with a list of reports for this customer. See " Reports" on page 54.

When you select a customer name in the list, the system opens the customer portal for this customer (in a new
tab).
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Add or edit a customer
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Add or edit a customer

Selecting Add on the upper right of the Customer List displays a form for adding a new customer (fields in the
form are blank). (Hovering over any entry in the Customer List display and selecting the Edit Settings icon

displays the Edit Customer form, which is identical to the Add Customer form except that fields are set to the
values for this customer.)

Add Customer ?

Top Traffic By Protocol

[ Customer
* Custamer Name: * First Name: * Last Name Domains
]
Email “Locale: Attach Loga
English ¥ | ¥ Use MSSP Locale Choose File | Mo file chosen °
[ Contact
Addresst Address2 City: State:
Country Zip: Phone Fax
Seiecta Country
—Cloud Prop
* Total Sterage: Collector/FPC Storage Percentage: Analytics “ When Allocated Disk Space is Full
5 GB 5020 v  Enable Disable ® Overwrite Oldest Logs Stop Logging
[ Others
Trusted Hosts Policy Installation Scheduler: Policy Filter(s} Object Fiter(s):
Enable @ Disable HNone v (] (]
¥ Display Storage ¥ Display Site
9 9
[~ Policy & Object Edit [ Policy Tab Tab Permissian:
All AN Al
@ [ Antispam g [ Application Contral @ O antivirus Central NAT 1P6 Interface Policy ® Dashboard % View
@ O DLP Sensor @ U DLP Filter RegEx = 1 Firewall Policy 1Pv§ Das Policy NATS4 Policy @ Reports # Rogue AP
[@ O Firewall Address @ B O Zone Interface @ O 1ps Sensor Interface Palicy 1Pyé Policy # policy ) Wireless Netwarks
@ [ Local Category @ [ Rating Overrides B O schedule Dos Policy NATZ6 Policy # Objects @ Additional Resourcas
@ O Service 2 O user 2 O User group # Audit Logs Device Manager
@ U virwal 1 ® [ Web Filtering @ [ Web Filter RegEx
[ Widget rAdom Filter
Available Widgets: Selected Widgets: Available Adom Filters Selected Adom Filters
Search. Search. Search. Search.
Top Application Category B FIGO01/ADON_52 =
Top Hostname By Traffic =] FIGO0T/ADOM_54 =]
Top Region By Trafiic FIGO01/ADOM_56
Top Web =l FMGO01/ADOM_DEV_56 1=l
Top Application By Traffic = FIGO01/Model_ADOM_52 =
Top Spam FMGO02/FPC_ADOM_NEW
Traffic History FIGO03/ADOM_52
= FIGO03/ADOM_DEV2 =

To add or edit a customer:

1. Input the fields, as described in the folowing sections.

2. Select Save.

Save || Cancel

The Customer form comprises a number of panels. The following sections describe the fields in each panel.

Customer Details and Contact Information

These panels contains basic information about the customer:

Customer Details
* Customer Name:

* Email

Contact Information
Address1

Country:
Select a Country

* First Name!

* Locale:

English | £ use MSSP Locale

Address2:

Zip:

* Last Name:

Anach Logo:

city:

Brawse...

Domains!
]
e
State
Fax:
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Add or edit a customer

Guidelines

Per-customer actions

Settings
Customer Details
Customer Name
First Name

Last Name

Email

Domains

Use MSSP Locale

Language

Attach Logo
Contact Information

Address1
Address2
City
State
Country
Zip
Phone
Fax

Cloud Properties

This panel contains information about portal and collector storage for this customer.

Customer’s business name, which must be unique within this FortiPortal

Name and email of the primary customer contact

When using remote authentication, a customer may have users defined in more

than one domain.

Enter a domain and then select the green + button. The new domain appears in

the list below the entry box.

Uses the MSSP locale (the language configured in Admin Settings).

If you deselect the Use MSSP Locale checkbox, you can select a language for
this customer. When a customer user logs in to the GUI, pages will display in this
language. For Administrative users, the system will continue to use the language

set in the Admin Settings.

Download an image file for this customer’s logo.

Address fields and phone and fax numbers for this customer

Cloud Properties
* Total Storage:
5 Ge v

Collector/FPC Storage Percentage:
80/20 v

* When Allocated Disk Space is Full:
® Overwrite Oldest Logs Stop Logging

Settings Guidelines

Total Storage

Collector/FPC Storage

Percentage

Total number of GB of storage that this customer can use. The default value is 5

GB.

Storage ratio for the collector database and portal database. By default, 80% of
the storage allowance is allocated to the collector database, and 20% is

allocated to the portal database.
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Settings Guidelines

Analytics Enable or disable. If you disable analytics for a customer, the Dashboard, Views,
and Reports pages will not be displayed to that customer.
If you disable analytics when adding a new customer, the system allocates less
storage space for the customer (1 GB instead of 5 GB).

When Allocated Disk Select one of two options:

Space is Full - Overwrite Oldest Logs
- Stop Logging

Others

This panel allows you to configure other settings.

Others
Trusted Hosts Policy Installation Scheduler: Policy Filter(s): Object Filter(s):

Enable ® Disable None v [+] [+]

| Display Storage ¥ Display Site

| ] ]
Settings Guidelines

Trusted Hosts Enable or disable trusted hosts for this customer. For additional information
about trusted hosts, see "Customer Users" on page 49.

Policy Installation Enables you to schedule automatic policy installation at a particular time (daily or

Scheduler weekly. All the pending policy updates will be installed at the configured
schedule. If you select None, the installation scheduler is not invoked for this
customer.If you select Daily, select the installation time. If you select Weekly,
select the day and time for the policy installation.

Policy Filter(s) Comments made in a policy can be added as filters in this section to hide the
policy from customer users.

Object Filter(s) Adding an object name to Object Filter(s) hides the object from the customer
user. This allows MSSP users to hide any objects that need to be hidden from
customers users.

Display Storage Select to display the storage.

Display Site Select to display the customer site.

Policy & Object Edit Permissions
This panel configures the policies and objects that a customer can modify.
NOTE: Policies and objects will not be visible to the customer in the customer web interface unless you select them.

For example, if you select Web Filtering, a web filter object will display in the object tree and a web filter column
will display in the Policy tab:
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Add or edit a customer

— Policy & Object Edit Permissions

All
i AntiSpam
3] DLP Sensor
[ ' Firewall Address &
= Lacal Category
a Service
| 0] Wirtual [P

Per-customer actions

-
i

Feohhehhe

Application Control
DLP Filter RegEx
Zone Interface
Rating Cwerrides
User

Web Filtering

oo pe&

AntiVirus
Firewall Policy
IPS Sensor
Schedule
User group

Web Filter RegEx

Settings

Guidelines

Policy and Object Permissions

Check boxes for Policies
and Objects

You can select edit permissions for All policies and objects or select edit

permissions for individual policies and objects:

AntiSpam, Application Control, AntiVirus, DLP Sensor, DLP Filter RegEXx,
Firewall Policy, Firewall Address, Zone Interface, IPS Sensor, Local Category,
Rating Overrides, Schedule, Service, User, User group, Virtual IP, Web Filtering,
and Web Filter RegEx

Policy Tab Permissions

This pane determines which policy tabs are visible in the customer web interface. Select the check boxes for tabs
that you want to make visible for this customer. Select All to make all of the tabs visible.

—Policy Tab Permissions
Al
Central NAT
IPwe DoS Policy
Interface Policy
DS Policy

IPw Interface Policy

MATEL Policy
IPwi Policy
MATAE Policy

Tab Permissions

This pane determines the tabs that are visible in the customer web interface. Select the check boxes for tabs that
you want to make visible for this customer. Select All to make all of the tabs visible.
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Per-customer actions Add or edit a customer

r— Tab Permissions

All
¥/ Dashboard ¥ View
¥l Reports ¥ Rogue AP
¥ Policy ¥ Wireless Networks
¥ Objects ¥ Additional Resources
¥ Audit Logs Device Manager

NOTE: You mustinclude atleast one of the following tabs: Dashboard, Policy, or Objects.

Widget Permissions
This pane determines the widgets that are available in the dashboard of the customer web interface.

NOTE: If you selected Dashboard in the Tab Permissions panel, you must select at least one widget for display in
the dashboard.

Use the arrow keys to move the widgets from the left panel to the right panel (these widgets will appear in the
dashboard for this customer). The double-arrow keys move the entire list.

Widget Permissions

Available Widgets: * Selected Widgets:

Search... Search...

Top Application Category

Top Hostname By Traffic ~
Top Region By Traffic

Top Web

Top Application By Traffic

Top Spam

Traffic History

Top Traffic By Protocol

Top Viruses v
Ton Attacks

ADOM Filter Permissions

This pane determines the devices that will be listed for a customer in drop-down menus of devices.

Use the arrow keys to move values from the left panel to the right panel.
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Add or edit a customer Per-customer actions

Adom Filter Permissions

Available Adom Filters: Selected Adom Filters:

: Search... | | Search..

fm/Adomd
fm/FortiSandbox
fmiroot
fmitenant-1
fmftenant-2
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Customer sites

Hovering over an entry in the Customer List page “dynamically creates” a set of action icons:

Customer List 7 + Add

Show entries

Customer Name Allocated Storage (GB) Total Storage (%)

Search [Searoh by Customer Name (or) Devioe/VDOM Nome

#FGT VDOM / FSA Devices n
2/0 4 EX Y

0.01 0.00 170

Portal Storage (%) Collector Storage (%)

MME 5.00

test 5.00 0.00

Selecting the Sites icon displays information about the customer sites. For each site, you see the name, devices,
and email address of the site administrator:

Sites 7 x
+ Add
Search |Szarch by Nams/Devics/Email
MName Device Email Action
wireless FPC_ADOM_MEW/FGVMO10000101088/vd]... wifi@site.com
Page actions
The Sites page contains the following actions:
o Add—open a new page with the form to add a site
« Search—enter text to search for site names containing that text
Per-site actions
When you scroll over a entry in the Sites list, the following icons appear in the Action column:
Sites 7 ®
+ Add
Search (Ssarch by MameDevice/Emalil |
Name Device Email Action

wireless FPC_ADOM_NEW/FGVMO10000101088/vdl... wifi@site.com

o Wireless Network—opens a pop-up window with a list of wireless networks for the selected site. See "Wireless
Networks" on page 47.
« Edit—opens a new page with the form to add a site or edit existing site data

o Delete—deletes the selected site
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Customer sites Per-site actions

Selecting Add displays the Add/Edit Site forms (selecting the Edit Settings icon under Actions displays an
identical form with fields supplied):

Add Site x
" Site Name: * Contact Mame:
" Email: Phone:
Available Devices: Selected Devices:
ADOM_52/FGT7005/dmgmt-vdom ~ >

ADOM_52/FGT7005/root
ADOM_52/FGT7005/vd1

ADOM_52/FGVMO10000094117/root <
ADOM_52/FGVMO10000094117 /vd 1
ADOM_52/FGVMO10000094 117 /vd2 ==

ADOM_52/FGVMO10000094117 /vd 3

ADOM_52/FGVMO100000%4117 fvdd
ANOKA_52/EGWRANTONNNNGAT 1T fierlS

[ Enable sandbox for all selected devices

Save Cancel

The forms contain the following fields:

Settings Guidelines

Site Name Name for the Site, which must be unique across this customer's sites
Contact Name Name and email of the customer contact for this site

Email

Phone

Available Devices List of discovered FortiGate devices (with the format: ADOM/Device/VDOM

Use the search box to filter the choices available.

Selected Devices Select the devices to associate with this site. Ensure that you add only the
devices with the correct ADOM for this customer.

Use the search box to filter the choices available.

Enable sandbox for all Set this option if you want to enable sandbox capability for all of the selected
selected devices devices.
NOTE: An extra license is required for each device that you enable with
sandbox.
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Wireless Networks

Selecting the Wireless Network icon on the Customer Sites page displays the Wireless Networks window for a

given site. This window displays information about the site's wireless networks (network name, FAP list, email of
the administrator):

Wireless Metwork ?

+ Add Wireless Network

Search |Ssarch by MameDevice/Email
Mame FAP List Email

Action

WiFil sitead min@fortinet.com

From this window, you can add wireless networks to the site, edit a site, and edit the list of associated Fortinet
Access Points.

Page actions

On this page, the following actions are available:

o Add Wireless Network—open a new page with the form to add a wireless network
o Search—enter text to search by network name, device or email

Selecting Add Wireless Network displays a form for adding a new network (fields in the form are blank).

Per-network actions

When you scroll over a entry in the wireless network table, the following icons appear in the Action column:

« Edit—opens a pop-up window with a form to edit the wireless network data
« Delete—deletes the selected wireless network

Selecting the Edit icon displays the Edit Wireless Network form, which is identical to the Add Wireless Network
form except that the fields are filled:
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Wireless Networks

Edit Wireless Metwork

" Wireless Network Name:

WiFi1
" Email:

siteadmin@fortinet.com

Available Devices:

Search

Per-network actions

" Contact Name:
Site Admin

Phone:

Selected Devices:

Search

e

<

Save Cancel

When you add or edit a wireless network, the form contains the following fields:

Settings

Guidelines

Wireless Network Name
Contact Name

Email

Phone

Available Devices

Selected Devices

Name for the wireless network

Name and email of the customer contact for this network

Lists of discovered wireless AP devices
Use the search box to filter the choices available.
Select the wireless AP devices to associate with this network.

Use the search box to filter the choices available.
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Customer Users

Selecting the User(s) icon on the Customer List page displays the Customer User(s) page, which displays
information about the local administrative users configured for this customer.

NOTE: These users are local. The described commands are available only when Admin Settings > Authentication
Access is setto Local.

Page actions

On this page, the following actions are available:

« Add—open a new page with the form to add a user
« Search—enter text to search for user names containing that text

Per-user actions

When you scroll over a entry in the users list, the following icons appear in the Action column:

1. # —opens a new page with the form to add/edit data for existing users

I
2. [ —deletes this user

3. &—opens a new page with the form to add a trusted-host entry for this customer
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Customer Users

Add or edit a customer user

Per-user actions

[ Add Customer User

“ First Name:

“ Last Name:

* Email:

l

|

Password Policy:
[] Enable

Must Contain:
[] Uppercase Letters

Minimum Length:

* Password:

" Confirm Password:

|

[] Lowercase Letters

] Mumbers (0-9)

[] Special Characters

E (8-32 characters)
Address1: Address2: City:
l ] |
State: Country: Zip:
l ] I Select a Country I
Phone: Fa:
l | ]
Available Roles: Selected Roles:
lSEarch... ] ISearch...
Custormer Admin "
W
Available Sites: Selected Sites:
Search... ] ISearch...
wireless 2
W

Status ® Active (O Disabled
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Per-user actions

Customer Users

The Add Customer User and Edit Customer User forms contain the following fields:

Settings

Guidelines

First Name
Last Name

Email
Password
Confirm Password

Password Policy

Minimum Length
Address1
Address2

City

State

Country

Zip

Phone
Fax

Available Roles

Selected Roles
Available Sites

Selected Sites

Status

Name of the user

Email and password for the user. The user will use these credentials to access
the customer portal.

Enable or disable. If enabled, you can set one or more of the following types of
character that the password must contain:

- Uppercase Letters

- Lowercase Letters

- Numbers (0-9)

- Special Characters

Select the minimum number of characters that a password must contain.

Business address for the user

Phone and fax number for the user

Roles that are available for this user type. You can specify multiple roles for a
user.

Selected roles for this user

Sites that are available for this user to access.

Sites that this user can access. You can specify multiple sites for a user. If no site
is selected, the user has access to all sites.

Select whether the customer user is Active or Disabled.

Add a trusted host for a user

51

If you have enabled the Trusted Host option for this customer, the system creates a whitelist of trusted hosts for
the customer users. The default entry in the whitelist is to allow all users, so you need to edit/delete this entry to

create a valid whitelist.

Select the Trusted Host option to open the whitelist for this customer. The following figure shows a list with only

the default entry:
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Trusted Host X
+ Add
Search | Search by Name
IP Start Maszk Prefix Action
0.0.0.0 0.0.0.0
0 Fa|

From the whitelist, edit/delete an existing trusted host, or add a trusted-host entry for this customer.

The Add Trusted Host and Edit Trusted Host forms contain the following fields:

Settings Guidelines

IPv4

IP Start Enter the start address for the range covered by this entry.
Mask Define the range of IP addresses covered by this entry.
IPv6

IP Start Enter the start address for the range covered by this entry.
:Prefix Define the range of IP addresses covered by this entry.

Customer user roles

User roles enable you to authorize each customer user to view and modify only the content that is required for
that user.

Each role defines the access rights of the user to specific Customer Portal pages and components. Content may
be hidden from the user, read-only, or read-write access.

You can assign one or more roles to a user. For example, a user with Schedule Report Write and RunNow Report
Execute roles will have read-write access to the Reports page and the RunNow page, and read-only access to the
remaining pages and components for that customer.

The system provides a set of default customer user roles. You can also create new roles or customize the default
roles using the Roles page. See "Roles" on page 94.

There are numerous default roles, but note the following common points:

« The Customer Monitor role provides read-write access to the pages that a user requires to administer the Customer
Portal for that customer. Because this role is far-reaching, we recommend that you assign this role to a limited
number of users.

« All of the customer roles provide read-write access to the dashboard.

FortiPortal Administration and User Guide 52
Fortinet, Inc.



Customer user roles Customer Users

« All of the "Read" roles provide read access to all of the customer pages (except that the Run Now Report page is
hidden). In addition, the role allows read-only access to the resource that the role name specifies (such as Policy,
Address Object, Schedule Object).

« Each of the "Write" roles provide read-only access to the same resources as the "Read" role, except that it also
allows write access to the resource that the role name specifies (such as Policy, Address Object, Schedule Object).

« The RunNow Report Execute role allows access to the RunNow page, so that the user can run reports. On the
report page, the Run Now button is hidden for users without this role.

NOTE: To provide a customer user with read-write access to a specific object or policy, you must set the
corresponding write permission for this customer in the Customer data. Refer to Policy and Object Permissions in
"Add or edit a customer" on page 39.

The following table describes the default role types that are available:

Role Description

Customer Admin Read-write access to the pages that an user requires to
administer the Customer Portal for that customer

Schedule Report Read Read access to the Report Definitions page

Schedule Report Write Read access to the Report Definitions page and allows the user
to add or edit a customer-defined report

Run Now Report Execute Makes the Run Now button visible on the Reports page and
enables the user to select a report and run it

Policy Read Provides the user with read-only access to the policies
Policy Write Provides the user with read-write access to the policies
Object Read Provides the user with read-only access to the specified object

type. Object types include:

Address Object, Schedule Object, Anti Virus Object, Application
Sensor Object , DLP Object, Email Filter Object, IPS Sensor
Object, Web Filter Object.

Object Write Provides the user with read-write access to the specified object
type
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Reports

The service provider can create reports for the customer. Similarly, the customer can also create reports. The
ability (for a specific customer user) to create reports or run reports is based on the roles assigned to that user.
For additional information, refer to "Customer Users" on page 49.

The Reports tab displays information about the reports that are available to this customer. From the selector on
the top left of the page, you can select FortiPortal or FortiAnalyzer reports.

In the Admin > Settings page, you specify the maximum number of reports (Max Reports Allowed) that can be
defined for this customer. This number includes customer-defined reports and reports added by the service

provider. If you try to add a report beyond the maximum number for this customer, the system displays an error
message.

FortiPortal reports

The following figure shows the Reports > FortiPortal page, which lists the user type and frequency for each
report:

Today 7 Report Definitions Run Now

.

Created (GMT) Date Range (GMT) Report Name:

2018-05-24 20:49:25 2018-05-23 20:49:25 / 2018-05-24 20:49:25 Report MME_1527194965542.pdf On Demand

Page actions
The FortiPortal Reports page contains the following actions:

o Select—select FortiPortal or FortiAnalyzer

« Range—select the time period that the report will cover

« Report Definitions—define a report to run daily, weekly, or monthly

o Run Now—define a report to run immediately

o Show x entries—sets the number of entries that are displayed at once (10, 20, or 50)
o Search—enter text to search for within report names

Per-report actions

When you scroll over a entry in the reports list, the following icons appear in the Action column:

« Download—open or save the selected report
o Delete—deletes this report

The Add Report and Edit Report forms contain the following selections:
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Report Name Name for the report.

Frequency Values include: Daily, Weekly, Monthly.

Available Reports Use the arrow keys to create a list of selected reports by using the list of available
Selected Reports reports.

Use the search boxes to filter the choices available.

Available Sites Use the arrow keys to create a list of selected sites from the list of available sites.
Selected Sites If no sites are selected, the report is run for all sites.

Use the search boxes to filter the choices available.

Language Select the language for the report from the drop-down list.
No of Rows Number of rows of data to include in the report.
From Email Enter email address from which the report will be sent.
Email Text Enter text for the body of the email.

FortiAnalyzer reports

The following figure shows the Reports > FortiAnalyzer page, which includes the reports that are available on all
of the FortiAnalyzers devices associated with this FortiPortal.

FortiPortal | Fol
Last 1 Day 7

Show entries Search | Szarch by Report Name

Created (GMT) Report Name Action

No data available

Page actions
The FortiAnalyzer Reports page contains the following actions:

« Select—select one or more report (boxes) to assign or unassign to a customer

« Range—select the time period that the report will cover

« Show x entries—sets the number of entries that are displayed at once (8, 25, 50, or all)

« Assign—assigns the selected reports to this customer who can view a report or download a PDF of the content
« Unassign—removes the selected reports from this customer

o Search—enter text to search for within report names

NOTE: If you assign a report to a customer for a given ADOM, the other reports for that ADOM are unavailable to
other customers.
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Per-report actions
When you scroll over a entry in the reports list, the following icons appear in the Action column:

« Assign—assigns the selected reports to this customer who can view a report or download a PDF of the content
« Unassign—removes the selected reports from this customer
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FortiManager devices

FortiManager devices

Go to Devices > FortiManager to see a list of FortiManager devices and the devices that they are managing:

FortiManager

FortiManage!

Controllers = FortiAnalyzer = FPC Collectors

rList 7

show 10 ¥ |entries

)

FortiManager

FMGO01

Device

ADOM_52/FGVMO010000094117 froot

ADOM_52/FGVMO10000094117 fvd1

ADOM_52/FGVMO010000094117/vd2

ADOM_52/FGVMO10000094117 fvd3

ADOM_52/FGVMO010000094117 /vd4

ADOM_52/FGVMO10000094117/vd5

ADOM_52/FGVMO10000094117 /vd6

ADOM_52/FGVMO010000094117 /vd7

ADOM_52/FGVMO10000094117 /vd8

ADOM_52/FGVMO010000094117/vd9

Showing 1 to 10 of 27 entries

(+)

Q

(+)

FMG002

FMGO003

FMG004

Page actions

On this page, the following actions are available:

« Add—open a new page to add a FortiManager

IP Address

10.106.6.221

Status

(8

ececceccecceceoece

172.30.71.142

10.106.6.231

10.106.6.232

Mode

Standalone

Customer Name

Standalone

Standalone

Standalone

Status

L]

Wireless

® 6 & &6 6 & 6 6 66 ©

Search | Search by FortiManager/iP Addres:

Action

Search | Sear

Previous 1 2 3 Next

« Show x entries—sets the number of entries that are displayed at once (10, 20, 50, or All)

« Search—enter text to search for FortiManager names containing that text. You can also search by IP address.

Per-FortiManager actions

When you scroll over a entry in the FortiManager list, the following icons appear in the Action column:

o Expand—select the green + button to view a list of the devices managed by this FortiManager
« Hide—select the red - button to hide the devices managed by this FortiManager
« Edit—select to open a new page with the form to edit the FortiManager data

« Delete—select to delete the FortiManager
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FortiManager devices FortiManager high availability (HA)

o Poll—select to poll the FortiManager
o Show HA—select to display the FortiManagers in this HA cluster
« Change Password—select to change the password for the FortiManager

FortiManager high availability (HA)

A FortiManager HA cluster consists of an active master unit, and up to four standby slave units. If the master unit
becomes unavailable, one of the standby slaves will become the new master.

In most situations, the FortiPortal provides access to the master FortiManager in the HA cluster. Configuration

changes in the master will be synchronized to the slave units. If no master exists, the FortiPortal provides read-
only access to the slave units.

In the FortiManager table, the Mode includes the following values:

« Standalone—the FortiManager is independent of a high-availability cluster
o Master—the FortiManager is the master in a high-availability cluster
« Slave—the FortiManager is a slave in a high-availability cluster

Select the HA icon to display information about the FortiManagers in this HA cluster:

Cluster Information

4
]
Search
SN Active IP Address Role Status
FMG-VMO0A15001610 v 172.30.71.237 Master 0
FMG-VMOA15000695 X 172.30.71.141 Slave 0
Ok
F a9 ~~

The Cluster Information page provides the following information for each FortiManager in the cluster:

Field Description

FortiManager SN Serial Number of the FortiManager

Active Displays green arrow for an active FortiManager, or a gray x for an inactive
FortiManager

FortiPortal Administration and User Guide

58
Fortinet, Inc.



Add a FortiManager FortiManager devices

Field Description

IP Address IP Address of the FortiManager
Role Master or Slave
Status

Indicates whether the FortiManager is operational

Add a FortiManager

Assuming that you have already acquired the credentials for an admin user on the FortiManager (create a
dedicated admin user for FortiPortal), do the following to add a FortiManager:

1. Select Add.
2. Input the fields, as described in the table in the next section.
3. Select Save.

When you add a FortiManager, the FortiPortal polls the FortiManager immediately to obtain information about its

managed devices. The FortiPortal subsequently polls the FortiManager based on the configured polling
frequency.

Edit a FortiManager

To edit the FortiManager:

1. Select the Edit button (in the Action column).

2. Input the fields, as described in the table below.
3. Select Save.
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Edit FortiManager ®
" FortiManager Name: |gp1c009
" IP Address:
* Admin Username: | 3dmin
* Polling Frequency: Daily v

" ports: | s v 443

Last Poll Time: 2018-05-23 17:19:41 (GMT)

| Save | Cancel

The following table contains descriptions of the fields:

Field Description

FortiManager Name A name for the FortiManager. The name must be unique within this FortiPortal.
IP Address IP address of the FortiManager

Admin Username User name for a valid FortiManager administrative user

Polling Frequency How frequent the FortiPortal will poll the FortiManager to update the devices

information. If you set the frequency to No Polling, the FortiPortal will never
poll the FortiManager. Valid values include Daily, Weekly, Monthly.

ports Port number to use to connect with the FortiManager. The default for JSON is
443. The default for XML is 8080.

Last Poll Time Read-only field. Indicates when the FortiPortal last polled this FortiManager
device.

Manage FortiGate devices

Selecting the green + button on the FortiManager List page displays a list of the FortiGate devices managed by
this FortiManager. The system displays an additional search box, for searching within the list of devices.

FortiPortal Administration and User Guide 60
Fortinet, Inc.



Manage FortiGate devices FortiManager devices

For each device, the system displays the following fields and action buttons.

« Device—name of the managed FortiGate device
o Status—status of the device
o Customer Name—the customer name

« Wireless—indicates whether this FortiGate device is functioning as a wireless controller. Selecting the icon
displays the Edit Wireless Controllers page. Enter the admin user name and password for the FortiGate unit, and
desired polling frequency. If the device is polled successfully, it will be added to the controller devices list.

NOTE: The system displays a cluster icon to represent a FortiGate cluster. Hovering over the icon displays the list of
individual FortiGate units in the cluster (see the figure below):

Search Search b

Device Status Customer Name Wireless

c

AratiAdom/FWF90D3Z14002442/vd7
KamranADOM/FWF90D3214002442/vd3
PravinADOM/FWF90D3Z14002442/vd4
root/FWF90D3Z14002442/vd5
SasiADOM/FWF90D3714002442/vd1
SureshADOM/FWF90D3Z14002442/vd2
Customer2

VenkataADOM/FGT60D4613055589/root it

VenkataADOM/FGT60D4613055589/vd1 ita Customerl

.

VenkataADOM/FGT60D4613055589 /vl i Customer3

4 €€ 00 e ¢ ¢ ¢
® 8 8 ®8 8 8 6 6 & ©®

VenkataADOM/FOSVM/root Cluster Information
FGT60D4613051234

L to 10 of 16 entries Previous 1 2 Next

FGT60D4613054767
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AP controller devices

Go to Devices > Controllers to see a list of wireless AP controllers. (In the FortiPortal solution, the wireless
controllers are FortiGate devices.)

FortiManager | Controllers | FortiAnalyzer FPC Collectors

Controllers List 7 + Add

Show 10 7 |entries Search | /P Address/ Controller Nan
Controller Name IP Address Polling Frequency Customer Name Action Wireless
root/WiFifvd12 Every 15 Minutes MME (/]
root/WiFlfvd13 Every 15 Minutes L)

The list displays the controller name (with ADOM and VDOM), the IP address, and the polling frequency for each
controller. Polling frequency determines how often the FortiPortal will poll the device for any updated data.

ALY

] -
For the FortiPortal to collect the data for this device, the SSID name and interface
name (configured on the FortiGate or FortiWireless controller) must match precisely.

Page actions

On this page, the following actions are available:

o Add—open a new page with the form to add a controller device

« Show x entries—sets the number of entries that are displayed at once (10, 20, 50, or 100)
« Search—enter text to search for controller names containing that text

Per-controller actions

When you scroll over an entry in the controller table, the following icons appear in the Action column:
o Edit—opens a pop-up window with a form to edit the controller data

« Delete—deletes the selected controller

« Change Password—select to change the password for the controller

Wireless icons:

« Wireless—indicates whether this FortiGate is acting as a wireless controller. Select the icon to toggle the status
« Attention—wireless connectivity status of the FortiGate unit
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Edit a controller

To edit the controller :

1. Select the Edit button (in the Action column).
2. Change the fields as needed; see the field descriptions in the table.

3. Select Save.

The following figure shows the Edit Wireless Controllers form:

Edit Wireless Controllers

* Controller Name:
*ADOM:

*VDOM:

" |P Address:

* Serial Number:

* Admin Username:

* Port Number:

" Polling Frequency:

The following table contains descriptions of the fields:

WiFi
root

vd12

FWFSOD1 212122222
admin
443

Every 15 Minutes

| Save | Cancel

AP controller devices

Settings Guidelines

Controller Name

ADOM

63

Name for the controller. The combination of controller name and VDOM must be

unique within this FortiPortal

Administrative domain to which this controller belongs
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VDOM Virtual domain to which this controller belongs

IP Address IP address of the controller

Serial Number Serial number of the controller

Admin Username User name for the controller user assigned to this FortiPortal

Port Number Destination port number for polling messages. The default is 443.

Polling Frequency How often the FortiPortal will poll the controller to update the device information.

Values range from every 15 minutes to every 24 hours.

FortiPortal Administration and User Guide 64
Fortinet, Inc.



Prerequisites FortiAnalyzer devices

FortiAnalyzer devices

Go to Devices > FortiAnalyzerto see a list of FortiAnalyzers. When you add a FortiAnalyzer device to the
FortiPortal, you make the reports on that FortiAnalyzer available to customers. Refer to the Customer Reports
page. The list displays the FortiAnalyzer name, the IP address, and the status for each FortiAnalyzer:

FortiManager = Controllers | FortiAnalyzer | FPC Collectors

FortiAnalyzer List 7 + Add

Show | 10 ¥ |entries Search

Name IP Address Status Action

FAZ 10.106.6.211 L1}

Prerequisites

Before you add a FortiAnalyzer device, use the FortiAnalyzer CLI to set the following configuration values:

1. Set permission level for the user to login via Remote Procedure Call (RPC).

config system admin user

edit <the admin user name assigned to the FortiPortal>
set rpc-permit read-write

2. Set port1 (assuming it is connected to the FortiPortal) to allow web service access.

config system interface
edit portl

set allowaccess https http ping telnet snmp webservice
aggregator fortimanager

Page actions

On this page, the following actions are available:

o Add—open a new page with the form to add a FortiAnalyzer device

« Show x entries—sets the number of entries that are displayed at once (10, 20, 50, or All)
« Search—enter text to search with FortiAnalyzer names

Per-FortiAnalyzer actions

When you scroll over an entry in the FortiAnalyzer table, the following icons appear in the Action column:
« Edit—opens a pop-up window with a form to edit the FortiAnalyzer data

o Delete—deletes the selected FortiAnalyzer

« Poll—polls the FortiAnalyzer to obtain the most recent data
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« View—displays a list of FortiAnalyzer reports
« Change Password—select to change the password for the FortiAnalyzer

Edit a FortiAnalyzer

To edit the FortiAnalyzer:

1. Select the Edit button (in the Action column).
2. Change the fields as needed; see the field descriptions in the table.
3. Select Save.

The following figure shows the form to edit a FortiAnalyzer:
Edit FortiAnalyzer: FAZ *
"Name: |gaz
*IP Address:
" Admin Username: | ;4min

“ports: | json v || 10443

Polling Frequency: Daily
Last Poll Time: 2018-05-23 19:22:37 (GMT)

| Save | Cancel

The following table contains descriptions of the fields:

Settings Guidelines

Name Name for the FortiAnalyzer. The combination of FortiAnalyzer name and
VDOM must be unique within this FortiPortal.

IP Address IP address of the FortiAnalyzer
Admin Username User name for the FortiAnalyzer user assigned to this FortiPortal
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Settings Guidelines

ports Port number to use to connect with the FortiAnalyzer. The default for JSON is
443. The default for XML is 8080.

Polling Frequency How often the FortiPortal will poll FortiAnalyzer to update the device information.
The default value is one day. The polling frequency is not configurable.

Last Poll Time The most recent time that FortiPortal polled FortiAnalyzer.

View FortiAnalyzer reports

When you select the View icon for a FortiAnalyzer in the list, FortiPortal opens a pop-up window:

FortiAnalyzer Reports ®
Show! 2 ¥ | entries Search | Search by Report/Custormer Name
Mame Customer Mame

ADOM_50/360-Degree Security Review
ADOM_50/Admin and System Events Report
ADOM_50/Application Risk and Control
ADOM_50/Bandwidth and Applications Report
ADOM_50/Client Reputation

ADOM_50/Cyber Threat Assessment
ADOM_50/Data Loss Prevention Detailed Report

ADOM_50/Detailed Application Usage and Risk

Showina 1to 8 of 267 entries Pravinne 1 . E A g = Mt M
ok |
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FortiPortal collectors

Go to Devices > FPC Collectors to see a list of the FortiPortal collector devices. For each collector, the list
displays its IP address, mode, status, and database storage size:
FortiManager = Controllers = FortiAnalyzer | FPC Collectors

FPC Collector List 7 + Add

Show| 10 ¥ |entries Search | Search by Name/iP

Seq.# Name IP Address Mode Status Storage(GB) Action
1 Collector Standalone [1] 50

2 TestHACollector Master it (] 50

Page actions

On this page, the following actions are available:

« Add—open a new page with the form to add a collector
« Show x entries—sets the number of entries that are displayed at once (10, 20, 50, or 100)
« Search—enter text to search for in collector names

Collector high availability (HA)

A collector HA cluster consists of an active master unit and one or more standby slave units.

The portal controls the collector HA cluster and polls the collectors (using HTTPS) every 30 seconds to check that
they are active. If the master unit becomes unavailable, the portal automatically selects (using a simple round-
robin algorithm) which standby slave becomes the new master without the need for human intervention. There is
no loss of data between when the master unit becomes unavailable and the new master becomes active because
all collectors receive the same data.

When a new master unit becomes active, you will see the following alert:

New Primary was elected: CollectorNN[XXX.XXX.XXX.XXX]

For example:

New Primary was elected: Collector10[192.15.50.108]

Use the following steps to create a high-availability cluster:

1. Add one collector with the mode set to Master.
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2. Select the HA icon in the mode column to open the Cluster Information window.

Cluster Information: TestHACollector ®

+ Add Slave
Search |Search by Name/IP Address
Seq.# Mame IP Address Role Status Storage(GB) Action

1 NewCollector Slave ‘0‘ 50

Ok

3. Select Add Slave to create the slave.

Add a FortiPortal collector

You need to add at least one collector to the FortiPortal:

1. Select Add.
2. Edit the fields, as shown in the following figure. The fields are described in the table at the end of this section.
3. Select Save.
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Add FPC Collector

" Name:

* 1P Address:

Port Number:

Maode:

* Collector Username:

Collector Password:

Confirm Password:

*DB IP Address:

* DB Port Number:

* DB Username:

* MR Password:

Per-collector actions

Per-collector actions

443

Standalone r

3306

| Save | Cancel

When you scroll over a entry in the FPC Collector List, the following icons appear in the Action column:

« Edit—opens a new page with the form to edit the collector data (page is identical to Add FPC Collector except for

the supplied values)

o Delete—deletes the selected collector

» Change Password—select to change the password for the collector

Edit a collector

1. Select the Edit button (in the Action column).
2. Change the fields as needed; the fields are described in the table.

3. Select Save.
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Guidelines

Settings
Name
IP Address

Port Number

Mode
Collector Username

Collector Password
Confirm Password

DB IP Address

DB Port Number

DB Username

DB Password
Confirm Password

Data Store Size

Name for this collector. Each collector name must be unique within a FortiPortal.
IP address of the collector

Port number for connecting with the collector.
Default value is 443.

Standalone or Master
Valid user name for the collector

Password for the collector user.

The IP address of the collector MySQL database.

Port number for the collector database.
Default value is 3306.

Valid user name for the collector database.

Password for the collector database user.

The amount of database storage (in GB) to reserve for this collector.
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Admin settings

Go to Admin > Settings to change the general administrative settings for the FortiPortal. The following figure
shows the settings page (with authentication set to local):

Settings | Roles = Systemlog = Theme = Systeminfo = Trusted Hosts ~Additional Resources

Settings 7

w Administration Settings

" FPC Data Store Size " Session Timeout

Trusted Hosts

500 GB 30 (15-3240 Minutes) & tnable () Disable

w Email Settings

" SMTP Server * Email From * Port

smtp.domains.com fpe@fpcom

Authentication
Enable © Disable

w User Authentication

Authentication Access
*® Local Remote

+ Other

Store Aggregation Data for Store Report Data for Load Balancer Domain/IP Address
30 Days v 180 Days v
Load Balancer Port Max Reports Allowed Alert Email From
443 5
Alert Email To Language Time Zone
English M (GMT) Greenwich Mean Time: ¥
TLS/SSL Versions
TLSw1.2, TLSv1.1
+ Remote Log Server
Primary Server Primary Port

Secondary Server Secondary Port

Cancel Save

The following table describes the settings:

Settings Guidelines

Administrative Settings
FPC Data Store Size Amount of database storage (in GB) to reserve for the portal DB

Session Timeout Timeout for user sessions on the Administrative or Customer web interfaces.
The default is 30 minutes. The range is 15-3240 minutes.

Trusted Hosts Select Enable or Disable. When enabled, you can create a whitelist of
originating IP subnetworks; only log-in requests from these subnetworks will be
allowed. The system also provides a blacklist, for blocking rogue log-in attempts.

Email Settings

SMTP Server URL of the SMTP serve from which FortiPortal sends emails
Email From Email address. Emails sent from FortiPortal will originate from this address.
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Settings Guidelines
Port Email server port. The default value is 25.
Authentication Enable or disable authentication. If you enable authentication, enter a user

name and password. You can use special characters in the user name.
User Authentication
Authentication Access Select Local or Remote.

If the authentication access is local, the service provider and customer user log-
in credentials are checked in the local user databases. With the local option, you
must add an SP user entry for each administrative user, and a customer user for
each end-customer user.

If the authentication access is remote, the service provider and customer user
log-in credentials are checked in the remote RADIUS server or FortiAuthenticator
user database. Local users can still be used when remote authentication is
selected. See "Remote authentication using FortiAuthenticator" on page 74,
"RADIUS server configuration " on page 76, and "Remote authentication—SSO "
on page 80.

NOTE: When you change the authentication configuration from local to remote
or from remote to local, you must restart the FortiPortal.

Other

Store Aggregation Data Length of time (in days) that the system will save the aggregation data. Values
for include: 30, 60, 90, or 180 days. The default is 30 days.

Store Report Data for Length of time (in days) that the system will save report data. Values include: 30,

60, 90, 180, or 365 days. The default is 180 days.

Load Balancer Load balancer IP address or domain name, if you have configured multiple
Domain/IP Address instances of the Apache Tomcat server.
Load Balancer Port Load balancer port number (required if you specified a load balancer IP address,

not required for a domain name). The default value is 443.

Max Reports Allowed Maximum number of reports that can be defined for this customer. This number
includes customer-defined reports and also any reports that the service provider
has defined for this customer.

Alert Email From Alert emails will be sent from this email address.

Alert Email To Alert emails will be sent to this email address.
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Settings Guidelines

Language Desired language (default, English)
If you change the language, save the settings and log out. The change takes
effect upon subsequent logins.

Time Zone Select the appropriate time zone to use.

TLS/SSL Versions Select which TLS/SSL versions are used.

Remote Log Server

Primary Server Primary log server IP address

Primary Port Primary log server port number (mandatory if server address supplied)
Secondary Server Secondary log server |IP address

Secondary Port Secondary log server port number (mandatory if server address supplied)

Remote authentication using FortiAuthenticator

When you select Authentication Access > Remote, the system displays additional settings to configure.

NOTE: If you change the authentication configuration from local to remote or from remote to local, you must restart
FortiPortal.

w User Authentication

Authentication Access Remote Server: Allow Service Provider Usernames without Domain
OLocal ® Remote FortiAuthenticator ~ O Enable @ Disable

*Remote Server Key * Remote Server IP Address * Remote Server Port

Domains * Remote Server User

)

The following table describes the remote authentication fields:

Settings Guidelines

Remote Server Select FortiAuthenticator, RADIUS, or SSO.
Allow Service Provider Enable or disable. If you enable this field, the user can enter the user ID
Usernames without Domain without a domain qualifier, and the system will try to authenticate the user

credentials in each of the domains until a match is found.

Remote Server Key Secret key for REST API requests
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Settings Guidelines

Remote Server IP Address IP address of the authentication server

Remote Server Port Port for the authentication server (default is 443)

Remote Server User Administrator user name for the authentication server. This user must have
(FortiAuthenticator only) sufficient permission to initiate REST API requests.

Domains The service provider may allow administrative users to be defined in more

than one domain.
Enter a domain and then select the + button. The new domain appears in
the list below the entry box.

If you select RADIUS as the remote server, the system displays the View Roles icon beside the Remote Server
drop-down list. Select this icon to configure the RADIUS roles ("RADIUS Roles" on page 77.

Radius Roles ? | %]
+ add
Search | Search by Name/Role Type/FPC Roles
Mame Role Type FPC Roles Action

Mo data available
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RADIUS server configuration
Configure the following in the RADIUS server:
1. Add the following vendor-specific attributes to the Fortinet dictionary file:

Fortinet-Fpc-User-Role
Fortinet-Fpc-Tenant-Identification

For example, if you are using FreeRADIUS:

#

# Fortinet's VSAs

#

VENDOR Fortinet 12356

BEGIN-VENDOR Fortinet

ATTRIBUTE Fortinet-Group-Name 1 string

ATTRIBUTE Fortinet-Client-IP-Address 2 ipaddr

ATTRIBUTE Fortinet-Vdom-Name 3 string

ATTRIBUTE Fortinet-Client-IPv6-Address 4 octets

ATTRIBUTE Fortinet-Interface-Name 5 string

ATTRIBUTE Fortinet-Access-Profile 6 string

ATTRIBUTE Fortinet-Fpc-User-Role 40 string ###add this
ATTRIBUTE Fortinet-Fpc-Tenant-Identification 41 string ###add this
#

# Integer Translations

#

END-VENDOR Fortinet

2. To configure FortiPortal roles in the RADIUS server, use the following vendor-specific attribute. You can specify
multiple roles by using comma-separated values:

VENDORATTR 12356 Fortinet-Fpc-User-Role 40 string

(NOTE: A user will not be able to login to FortiPortal if the roles are not configured on the RADIUS
server.)

3. To configure which sites will use RADIUS authentication, use the following vendor-specific attribute. You can
specify multiple sites by using comma-separated values. If no sites are specified, users have access to all sites.

VENDORATTR 12356 Fortinet-FPC-Tenant-User-Sites 42 string

4. Specify the customer identification, which is used to map a particular user to a customer profile. The RADIUS
server will send one of the domain names specified in the Domains field of the customer settings, in the value of
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the new VSA.

VENDORATTR Fortinet-FPC-Tenant-Identification 41 string

RADIUS Roles

Selecting the View Roles (that is, role mapping) icon adjacent to the Remote Server field on the Settings page
displays the RADIUS Roles page. Here, you can configure the mapping between FortiPortal roles and RADIUS
roles. For each RADIUS role, the page displays the role type (Service Provider or Customer) and a list of
FortiPortal roles that map to the RADIUS role.

Radius Roles ? x
+ Add
Search | Search by Name/Role Type/FPC Roles
Name Role Type FPC Roles Action

Mo data available

The RADIUS Roles page contains the following actions:

« Add—open a new page with the form to add a RADIUS role (see immediately below)
« Search—enter text to search for RADIUS role names containing that text
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Add Radius Role

* Role Mame: * Role Type:

Service Provider ¥
* Available FPC Roles: Selected FPC Roles:

e
ae2arcn..

.

[+1]

i
-

FPC Admin
System Admin
Admin Monitar
Customer Admin

W
v[”

[~ 1

| Save | Cancel

When you scroll over a entry in the RADIUS role list, the following icons appear in the Action column:

« Edit—opens a new page with the form to edit an existing RADIUS role (see below)
o Delete—deletes the selected RADIUS role
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Radius Roles 7 %
+ Add
Search | Search by Name/Role Type/FPC Roles
Name Role Type FPC Roles Action
Ly
Mew FortiPortal Ad...  Service Provider FPC Admin # 1

The Add Radius Role and Edit Radius Role forms contain the following fields:

Settings Guidelines

Role Name Names the RADIUS role. The name must match a role name in the RADIUS
server.

Role Type Service Provider or Customer

Available FPC Roles: Lists of available FortiPortal roles

Use the search box to filter the choices available.
Selected FPC Roles Selects the FortiPortal roles to associate with this RADIUS role

Use the search box to filter your selected choices.
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Remote authentication—SSO

If you select SSO as the remote server type, the system displays additional settings to configure:

Settings | Roles = Systemlog  Theme | Systemlnfo = Trusted Hosts

* 550 Audience URL
https//fpc fortigym.com/foc/saml

Additional Resources

0 (15-3240 Minutes)

* Email From Port
fpc_120@fpc.com 5

IDP Sign On Service Endpoint URL
Post v | nttps:/ssidp.fortigym.

Role Attribute
Role

S50 Error URL

Load Balancer Domain/IP Address

Alert Email From

Language TLS/SSL Versions
English [ 5 selected

For SSO, FortiPortal supports Service Provider - initiated or Identity Provider - initiated SAML authentication. The
following table describes the SSO authentication fields:

Settings Guidelines

Remote Server

Allow Service Provider
Usernames without Domain

SSO IDP Entity URL

IDP Sign On Service
Endpoint URL

SSO Application ID

SSO

Enable or Disable. If you enable this field, the user can enter their user ID
without a domain qualifier, and the system will try to authenticate the user
credentials in each of the domains until a match is found.

IDP Entity URL (ID) or URN for SAML provided by IDP server

Endpoint URL for IDP (Post/Redirect) provided by IDP Server

SSO application provided by IDP

SSO Audience URL URL used for audience within assertion (format:
https://<FPC_PORTAL> /fpc/saml/SSO)
Role Attribute Attribute parameter name that maps to the corresponding role in
FortiPortal
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Settings Guidelines

Tenant Identification Attribute  Introduced with FortiPortal Version 3.2.1, this attribute specifies a 'string’
value that FortiPortal uses under SSO to map a user to a specific customer.

This feature works similar to the Tenant Identification Attribute in RADIUS,
except that in SSO, FortiPortal allows you to configure the name of the
attribute on the Administration Settings page.

If you configure “My Customer Id” as the attribute value, FortiPortal
expects the following in the authentication response from the SSO server:

<My Customer Id>Fortinet</My Customer Id>

where Fortinet is the value returned by the SSO server. This value must
have been supplied to the “Domains” field in the Customer Add/Edit
screen.

For a RADIUS server, the Tenant Identification Attribute value is a Fortinet
Vendor Attribute value. The server will send “Fortinet” in the authentication
response.

NOTE: FortiPortal treats the attribute values from either RADIUS or SSO
server equally.

Domains The service provider may allow administrative users to be defined in more
than one authentication domain.
Enter a domain, URL, or URN and then select the + button. The new
domain appears in the list below the entry box.

SSO Error URL (Optional) Error URL provided by IDP

IDP Logout Service Endpoint (Optional) IDP logout URL provided by IDP

SSO Certificate Certificate provided by IDP used by SP to decrypt the signed response
Site Attribute Attribute parameter name that specifies which sites the customer user can
access.

For example, an attribute name of "site" might have the values "site1" and
"site2". A customer user assigned to "site" would be able to access "site1"
and "site2".

<saml:Attribute Name="site"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml:AttributeValue xsi:type="xs:string">site1</saml:AttributeValue>
<saml:AttributeValue xsi:type="xs:string">site2</saml:AttributeValue>
</saml:Attribute>

For troubleshooting SSO configuration, FortiPortal provides the following URL for the SPUSER to authenticate
locally (even if the system configured for SSO remote authentication):

https://<Portal>/fpc/adminuser/login
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Frequently asked questions (FAQs) about SSO configuration

How can | map the role (permission) for the IDP server user to the FortiPortal roles (permission)?

Use the following procedure to select the Role Type to make sure the right roles are mapped:

1. When you select the remote server, select the icon beside the drop-down list (Selection Ul element).
A new window opens.

2. Select the Add button.

3. Inthe Add SSO role window, select the Role Name (This name must be an SSO role.) and then select Available
FPC Roles.

4. Save your changes.

How can role mapping help maintain secured access to the system?

The MSSP administrator can create different roles on FortiPortal by going to Admin > Roles and selecting Add.
The administrator can create a read-only role or a read-write role for a specific Ul page or for a specific action.
After a role is created, the role can be associated with an existing role on the IDP server. When users are
authenticated, the role coming from the IDP server is mapped to a role in FortiPortal and the appropriate
permissions are provided to the user.

The advantage of using this mapping is that the MSSP administrator does not need to change anything on the
IDP server exclusively for FortiPortal.

How can | create custom roles (permission groups) on the FortiPortal unit?

The FortiPortal unit allows the MSSP to create different permission groups so that users can be mapped with
appropriate permissions. For example, the MSSP user (spuser) can create a read-only permission group and a
read-write permission group for different Ul objects. These permission groups are created for the MSSP level, as
well as the customer level.

These permission groups can be created from the Ul by going to Admin > Roles.

Settings | Roles | Systemlog = Theme = Systeminfo = Trusted Hosts ~Additional Resources

Roles List 7 + Add
Show 10 ¥ entries Search | Search by Name/Permissions
Name Role Type Permissions Type Action

Admin Monitor Service Provider Dashbeard-Read-Write,Customers-Read-Only, Users-Read-Only, Sites-Read-Only,WifiNetwor... Default

Customer Admin Customer CustomerDashboard-Read-Write,FortiView-All-Read-Only, WirelessNetwork-Read-Only,Cust... Default

What is the Tenant Identification attribute?

The FortiPortal unit has a multitenancy feature. This feature helps different types of users to access the system.
The MSSP (service provider) users are typically administrators of the system; by using roles/permission groups,
these users can have a different type of access. Other types of users are customer (MSSP customer) users.

During authentication, the FortiPortal unit needs to identify whether each user is an MSSP or a customer so that
the correct user interface is loaded. The FortiPortal uses the user domain name to identify which interface should
be loaded. For example if the user name in the IDP response is abc@domain.com, the system extracts
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domain.com from the user name field and checks if this domain is mapped to a customer or an MSSP. Based on
that mapping, the system displays the correct Ul.

When the domain name is missing in the user name field, the system uses the Tenant ID attribute to map the
users as customer or MSSP.

How can the Tenant ID attribute help maintain the appropriate privileged access to the system?

The Tenant ID attribute value is processed from the IDP response, and the value is mapped with the domain
name field in the FortiPortal unit. For example, if tenant ID ismap_id, FortiPortal gets the respective value for
the map_ id attribute from the SAML response and maps that value with the domain name listed in Add
Customer or Edit Customer form or the Admin > Settings form. If the value matches with the customer domain
name, the user is granted access to the customer. If the value matches with the domain name in the Admin >
Settings form, FortiPortal loads the administrator Ul.

How can | add a domain name to the customer?

A unique domain name identifies the customer. You can add the domain name to the customer when you add a
customer or edit the customer. In the Add/Edit Customer window, there is the Domains field. Enter the domain
name and select the + icon to add the name to the domain list.

NOTE: The MSSP can add more than one domain to a customer.

Edit Customer '?

r~ Customer Details

* Customer Name: * First Name: * Last Name; Domains:
Customer_FMG52_ADOM52 Customer fmg52 (=]
“Email: " Locale: Attach Logo:
cs1@fpc.com English v | ¥ Use MSSP Locale Choese File | Mo file chosen
@
[~ Contact Information
Address1: Address2: City: State:

Country: Zip: Phone: Fax:

Select a Country

[~ Cloud Properties

How can | add a domain name for a server provider?

After you select SSO/FortiAuthenticator/RADIUS as a remote server in the Settings page, you will see an option
for the domain field.
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SNMP

Enable the SNMP agent on the FortiPortal device so it can send traps to and receive queries from the computer
that is designated as its SNMP manager. This allows for monitoring the FortiPortal with an SNMP manager.

SNMP has two parts—the SNMP agent that is sending traps, and the SNMP manager that monitors those traps.
The SNMP communities on monitored FortiGate devices are hard coded and configured by the FortiPortal
system—they are not user configurable.

The FortiPortal SNMP implementation is read-only. SNMP v1, v2c, and v3 compliant SNMP manager
applications, such as those on your local computer, have read-only access to FortiPortal system information and
can receive FortiPortal system traps.

SNMP agent

The SNMP agent sends SNMP traps originating on the FortiPortal system to an external monitoring SNMP
manager defined in a SNMP community. Typically an SNMP manager is an application on a local computer that
can read the SNMP traps and generate reports or graphs from them.

The SNMP manager can monitor the FortiPortal system to determine if it is operating properly, or if there are any
critical events occurring. The description, location, and contact information for this FortiPortal system will be part
of the information an SNMP manager will have — this information is useful if the SNMP manager is monitoring
many devices, and it will enable faster responses when the FortiPortal system requires attention.

To configure the SNMP agent, gotohttps://<portal or collector IP address>:4443andlogin
using the default VM credentials (admin and no password). Then go to System Settings > Advanced > SNMP.

SNMP Agent [ |Enable
Description
Location

Contact

SNMP v1/v2c
Community Name Queries Traps Enable Action
public ] L] ufl¥

SNMP v3

User Name Security Level Motification Hosts Queries Action
The following information and options are available:

SNMP Agent Select to enable the SNMP agent. When the SNMP agent is enabled, it sends FortiPortal
SNMP traps.

Description  Optionally, type a description of this FortiPortal system to help uniquely identify this unit.
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Location

Contact

SNMP v1/2¢c

Create New

Community
Name

Queries

Traps

Enable
Delete

Edit

SNMP v3

Create New

User Name

Security
Level

Notification
Hosts

Queries

Delete

Edit

SNMP

Optionally, type the location of this FortiPortal system to help find it in the event it requires
attention.

Optionally, type the contact information for the person in charge of this FortiPortal system.
The list of SNMP v1/v2c communities added to the FortiPortal configuration.

After you enable the SNMP agent, select Create New to add a new SNMP community. If the
SNMP agent is not enabled, this button is not displayed.

For more information, see "SNMP" on page 84.

The name of the SNMP community.

The status of SNMP queries for each SNMP community. The enabled icon indicates that at
least one query is enabled. The disabled icon indicates that all queries are disabled.

The status of SNMP traps for each SNMP community. The enabled icon indicates that at least
one trap is enabled. The disabled icon indicates that all traps are disabled.

Enable or disable the SNMP community.

Delete the selected SNMP community or communities.
Edit the selected SNMP community.

The list of SNMPv3 users added to the configuration.

After you enable the SNMP agent, select Create New to add a new SNMP user. If the SNMP
agent is not enabled, this button is not displayed.

For more information, see"SNMP v3 users" on page 89.
The user name for the SNMPv3 user.

The security level assigned to the SNMPv3 user.

The notification host or hosts assigned to the SNMPv3 user.

The status of SNMP queries for each SNMP user. The enabled icon indicates queries are
enabled. The disabled icon indicates they are disabled.

Delete the selected SNMP user or users.

Edit the selected SNMP user.
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SNMP v1/v2c communities

An SNMP community is a grouping of equipment for network administration purposes. You must configure your
FortiPortal to belong to at least one SNMP community so that community’s SNMP managers can query the
FortiPortal system information and receive SNMP traps from it.

vy
] -
These SNMP communities do not refer to the FortiGate devices the FortiPortal system
is managing.

Each community can have a different configuration for SNMP traps and can be configured to monitor different
events. You can add the IP addresses of up to eight hosts to each community. Hosts can receive SNMP device
traps and information.

To create a new SNMP community:

1. Goto System Settings > Advanced > SNMP and enable the SNMP agent.

2. Inthe SNMP v1/v2c section, select Create New in the toolbar.
The New SNMP Community pane opens.
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SNMP

New SNMP Community

Community Name |

Hosts:
| IP Address | Interface Delete I
Queries:
Protocol Port Enable
-
Traps:
Protocol Port Enable
-
SNMP Event Enable
Interface IP changed
Log disk space low
CPU Overuse
Memory Low
System Restart
CPU usage exclude NICE threshold
High licensed device quota
High licensed log GB/day
Log Alert
Log Rate
Data Rate

cann‘e'

3. Configure the following options and then select OK to create the community.

Community Enter a name to identify the SNMP community. This name cannot be edited later.

Name
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SNMP

Hosts
IP
Address
Interface
Delete
Add

Queries

Traps

SNMP Event

SNMP v1/v2c communities

The list of hosts that can use the settings in this SNMP community to monitor the FortiPortal
system.

When you create a new SNMP community, there are no host entries. Select Add to create a
new entry that broadcasts the SNMP traps and information to the network connected to the
specified interface.

Enter the IP address and netmask of an SNMP manager.

By default, the IP address is 0.0.0.0 so that any SNMP manager can use this SNMP
community.

Select the interface that connects to the network where this SNMP manager is located from
the drop-down list. This must be done if the SNMP manager is on the Internet or behind a
router.

Select the delete icon to remove this SNMP manager entry.

Select to add another entry to the Hosts list. Up to eight SNMP manager entries can be added
for a single community.

Enter the port number (161 by default) the FortiPortal unit uses to send v1 and v2c queries to
the FortiPortal unit in this community. Enable queries for each SNMP version that the
FortiPortal system uses.

Enter the Remote port number (162 by default) the FortiPortal unit uses to send v1 and v2c
traps to the FortiPortal unit in this community. Enable traps for each SNMP version that the
FortiPortal unit uses.

Enable the events that will cause SNMP traps to be sent to the community.
« Interface IP changed

« Log disk space low

« CPU Overuse

« Memory Low

« System Restart

« CPU usage exclude NICE threshold

« RAID Event (only available for devices that support RAID)
« Power Supply Failed (only available on supported hardware devices)
« High licensed device quota

« High licensed log GB/day

o LogAlert

+ Log Rate

« Data Rate

To edit an SNMP community:

1. Goto System Settings > Advanced > SNMP.
2. Inthe SNMP v1/v2c section, select Edit in the same row as the community that you want to edit.
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SNMP v3 users SNMP

The Edit SNMP Community pane opens.
3. Edit the settings as required and then select OK to apply your changes.
To delete an SNMP community:

1. Goto System Settings > Advanced > SNMP.
2. Inthe SNMP v1/v2c section, select Delete in the row of the community that you need to delete.
3. Select OKin the confirmation dialog box to delete the selected community or communities.

SNMP v3 users

The FortiPortal SNMP v3 implementation includes support for queries, traps, authentication, and privacy. SNMP
v3 users can be created, edited, and deleted as required.

To create a new SNMP user:

1. Goto System Settings > Advanced > SNMP and enable the SNMP agent.

2. Inthe SNMP v3 section, select Create New in the toolbar.
The New SNMP User pane opens.
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SNMP

SNMP v3 users

User Name | |

Security Level | Mo Authenfication, Mo Privacy ~ |
Notification Hosts o
Queries [ enable Port | 161
SMMP Event
SHMP Event Enable

Interface IP changed

Log disk space low

CPU Owveruse

Memory Low

Systemn Restart

CPU usage exclude NICE threshold

High licensed device gquota

High licensed log GB/day

Log Alert

Log Rate

Data Rate

CE nce'

3. Configure the following options and then select OK to create the community.

User Name  The name of the SNMP v3 user.
Security The security level of the user. Select one of the following:
Level « No Authentication, No Privacy
« Authentication, No Privacy: Select the Authentication Algorithm (SHA 1 or MD5) and enter
the password.
« Authentication, Privacy: Select the Authentication Algorithm (SHA1 or MD5), the Private
Algorithm (AES or DES), and enter the passwords.
Notification  The IP address or addresses of the host. Select the add icon to add multiple |IP addresses.
Hosts
Queries Select to enable queries and change the port number if needed. The default port is 161.
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SNMP

SNMP Enable the events that will cause SNMP traps to be sent to the SNMP manager.

Event .

Interface IP changed

Log disk space low

CPU Overuse

Memory Low

System Restart

CPU usage exclude NICE threshold

RAID Event (only available for devices that support RAID)
Power Supply Failed (only available on supported hardware devices)
High licensed device quota

High licensed log GB/day

Log Alert

Log Rate

Data Rate

To edit an SNMP user:

Go to System Settings > Advanced > SNMP.

2. Inthe SNMP v3 section, select Edit in the row of a user that you want to edit.
The Edit SNMP User pane opens.

3. Edit the settings as required and then select OK to apply your changes.

To delete an SNMP user:

1. Goto System Settings > Advanced > SNMP.
2. Inthe SNMP v3 section, select Delete in the row of the user that you want to delete

3. Select OK in the confirmation dialog box to delete the selected user or users.

SNMP MiBs

You can obtain the MIB files from Customer Service & Support (https://support.fortinet.com):

« /FortiAnalyzer/v5.00/Core MIB/FORTINET-CORE-MIB.mib
« /FortiAnalyzer/v5.00/5.2/5.2.0/FORTINET-FORTIMANAGER-FORTIANALYZER-MIB.mib

To be able to communicate with the SNMP agent, you must include all of these MIBs into your SNMP manager.
Generally your SNMP manager will be an application on your local computer. Your SNMP manager might already
include standard and private MIBs in a compiled database that is ready to use. You must add both MIBs to this

database.

SNMP traps

Fortinet devices share SNMP traps, but each type of device also has traps specific to that device type. For
example, FortiPortal units have FortiPortal specific SNMP traps. To receive Fortinet device SNMP traps, you
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SNMP

SNMP traps

must load and compile the FORTINET-CORE-MIB.mib file into your SNMP manager.

Traps sent include the trap message as well as the unit serial number (fnSysSerial) and host name (sysName).
The Trap Message column includes the message that is included with the trap, as well as the SNMP MIB field
name to help locate the information about the trap.

Trap message

Description

ColdStart, WarmStart, LinkUp,
LinkDown

CPU usage high
(fnTrapCpuThreshold)

CPU usage excluding NICE
processes
(fmSysCpuUsageExcludedNice)

Memory low
(fnTrapMemThreshold)

Log disk too full
(fnTrapLogDiskThreshold)

Temperature too high
(fnTrapTempHigh)

Voltage outside acceptable
range
(fnTrapVoltageOutOfRange)

Power supply failure
(fnTrapPowerSupplyFailure)

Interface IP change
(fnTraplpChange)
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Standard traps as described in RFC 1215.

CPU usage exceeds the set percent. This threshold can be set in the CLI
using the following commands:

config system snmp sysinfo
set trap-high-cpu-threshold <percentage value>
end

CPU usage excluding NICE processes exceeds the set percentage. This
threshold can be set in the CLI using the following commands:

config system snmp sysinfo

set trap-cpu-high-exclude-nice-threshold
<percentage value>
end

Memory usage exceeds 90 percent. This threshold can be set in the CLI using
the following commands:

config system snmp sysinfo

set trap-low-memory-threshold <percentage
value>
end

Log disk usage has exceeded the configured threshold. Only available on
devices with log disks.

A temperature sensor on the device has exceeded its threshold. Not all
devices have thermal sensors. See manual for specifications.

Power levels have fluctuated outside of normal levels. Not all devices have
voltage monitoring instrumentation.

Power supply failure detected. Available on some devices that support
redundant power supplies.

The IP address for an interface has changed. The trap message includes the
name of the interface, the new IP address and the serial number of the
Fortinet unit. You can use this trap to track interface IP address changes for
interfaces with dynamic IP addresses set using DHCP or PPPoE.
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Fortinet and FortiPortal MIB fields

93

The Fortinet MIB contains fields reporting current Fortinet unit status information. The following tables list the
names of the MIB fields and describe the status information available for each one. You can view more details
about the information available from all Fortinet MIB fields by compiling the FORTINET-CORE-MIB.mib file into
your SNMP manager and browsing the Fortinet MIB fields.

System MIB fields:
MIB field Description

fnSysSerial Fortinet unit serial number.

Administrator accounts:

MIB field Description

fnAdminNumber The number of administrators on the Fortinet unit.

fnAdminTable Table of administrators.
fnAdminindex Administrator account index number.
fnAdminName The user name of the administrator account.
fnAdminAddr An address of a trusted host or subnet from which this administrator

account can be used.

fnAdminMask The netmask for fnAdminAddr.

Custom messages:

MIB field Description

fnMessages The number of custom messages on the Fortinet unit.

MIB fields and traps:

MIB field Description

fmModel A table of all FortiPortal models.
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Roles

Go to Admin > Roles to see role information (type and permissions) for each FortiPortal role:

Settings | Roles | Systemlog = Theme = Systeminfo = Trusted Hosts ~Additional Resources

Roles List 7

+ Add
Show| 10 ¥ entries Search | Search by Name/Permissions
Name Role Type Permissions Type Action
Admin Monitor Service Provider Dashboeard-Read-Write,Customers-Read-Only,Users-Read-Only,Sites-Read-Only,WifiNetwor... Default
Customer Admin Customer

CustomerDashboard-Read-Write,FortiView-All-Read-Only, WirelessNetwork-Read-Only,Cust... Default

Page actions

The Roles page contains the following actions:

« Add—open a new page with the form to add a role
« Search—enter text to search for role names containing that text

Per-role actions

When you scroll over a entry in the roles list, the following icons appear in the Action column:

« Edit—opens a new page with the form to edit an existing role
o Delete—deletes the selected role

Selecting the + Add button displays the Add Role form which contains the following fields (selecting the Ediit
Settings icon under Actions displays an identical form with the fields entered):
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Per-role actions

Roles
Add Role b
* Role Name: * Role Type:
Service Provider ﬂ
Available Permissions: Selected Permissions:
Search.. Search..
Dashboard-Read-Write
Customers-Read-Only
Customers-Read-Write
Users-Read-Only
Users-Read-Write
Sites-Read-Only
Sites-Read-Write
WifiNetworks-Read-Only W
WifiNetworks-Read-Write
Save Cancel
Settings Guidelines
Role Name Name for the role, which must be unique for this customer
Role Type Service Provider or Customer
Available Permissions: List of available FortiPortal permissions
Use the search box to filter the choices available.
Selected Permissions FortiPortal permissions to associate with this role
Use the search box to filter your selected choices.
95 FortiPortal Administration and User Guide

Fortinet, Inc.



System Log Page actions

System Log

Go to Admin > System Log to monitor and download a set of system logs:

?

Monitor Log File

° 0 ftnt_fpc.log v E}

2015-07-14 16:44:35,710 INFO ? [HeaderFooterView] —--pageName: logviewer ~
2015-07-14 16:44:35,710 INFO ? [HeaderFooterView] ----navPageName: logviewer

2015-07-14 16:44:35,710 INFO ? [HeaderFooterView] ----pageToRender: /WEB-INF/jsp/fpcs/provider/logviewer.jsp
2015-07-14 16:44:33,423 INFO ? [FpcAlertService] ----Get Alerts count for SP frequency 1 00:00:00for Service Provider 1
2015-07-14 16:44:33,415 INFO ? [HeaderFooterView] —--pageName: collectors

2015-07-14 16:44:33,415 INFO ? [HeaderFooterView] —-navPageName: collectors

2015-07-14 16:44:33,415 INFO ? [HeaderFooterView] -—--pageToRender: /WEB-INF/jsp/fpcs/provider/collectors.jsp
2015-07-14 16:44:33,126 INFO ? [HeaderFooterView] —--pageName: admin

2015-07-14 16:44:33,126 INFO ? [HeaderFooterView] ----navPageName: admin

2015-07-14 16:44:33,126 INFO ? [HeaderFooterView] ---—-pageToRender: /WEB-INF/jsp/fpcs/provider/admin.jsp
2015-07-14 16:44:28,394 INFO ? [FpcAlertService] —--Get Alerts count for SP frequency 1 00:00:00for Service Provider 1
2015-07-14 16:44:28,022 INFO ? [HeaderFooterView] -—--pageName: audit

2015-07-14 16:44:28,022 INFO ? [HeaderFooterView] ——-navPageName: audit

2015-07-14 16:44:28,021 INFO ? [HeaderFooterView] ----pageToRender: /WEB-INF/jsp/fpcs/provider/audit.jsp
2015-07-14 16:44:22,803 INFO ? [HeaderFooterView] —--pageName: logviewer

Page actions

« Start—starts to display the system logs
o Stop—stops the system logs
o Download—exports the captured system logs in a file

Initial log-aggregation delay

After FortiPortal starts to receive the logs, there might be a delay of up to 15 minutes before the aggregated data
appears on the dashboard.
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Theme

FortiPortal provides a default Ul theme that is applied to the Administrative Web Interface and the Customer
Portal Interface. The Theme page provides configuration fields that allow you to customize this theme.
Configuration changes apply to both user interfaces (Administrative and Customer portal).

Custom theme options

You can configure customizations such as:

« Select a predefined color scheme.
o Create a custom color scheme.

« Define custom URLs and text fields.
« URLs such as contact information and privacy policy.

« Custom text for your company name, service name and service description.

« Upload custom images.
« images for the log-in page and page banner

All of the custom fields are optional. Blank fields will be ignored.

Select a predefined color scheme

From the Color Scheme panel of the Theme tab, select one of the predefined schemes. This scheme takes effect
when you select Save.

Create a custom color scheme

Define a custom color scheme by selecting colors in a Color Picker or by changing the FortiPortal CSS file.
Although you can switch between the two methods, these systems are independent. For example, changes made
in Color Picker do not modify the colors in the CSS file.

The following figure shows the Color Scheme panel after you select to customize a scheme:

Color Scheme
|7 * Color Scheme: *Type: Color Picker:

custom v ® Color Picker Upload Css L+
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Theme

Using the color picker

Create a custom color scheme

To use the color picker to create a custom color scheme, select custom in the Color Scheme selector, and select
the green Color Pickericon. This opens the Add Custom Color Scheme form.

Edit Custom Color Scheme

Global Settings
Font Family: Tahoma s

Background Color Settings
Page: Page Header:

Button:

I

Font/Text Color Settings

Page: I Page Header:
Button: Widget Header:
Chart Series Color Settings

Series #1: [ Y Series #2:
Series #4: Series #5:

Widget Header:

I

The form is divided into the following sections:

o Global Settings

B
Page Footer: | INEEEN ¥
Login Screen: Iil
Series #3: [ v
Series #6: [E— ¥

Save

« Select the Font Family to use for all text on the site.

« Background Color Settings

« Select the colors for various page elements.

o Font/Text Color Settings

« Select the text colors for various text fields.

o Chart Series Color Settings

« Color selection for each slice in a pie chart.

Changes take effect when the theme is saved successfully.

Cancel

The following figure shows the page elements that have custom background colors and text colors (see the table

below for descriptions of the callouts):
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Create a custom color scheme

Theme

N

MSP
LOGO i‘ HERE Sample MSP
Home Dashboard View Wireless Networks Reports Rogue AP Policy &
Application ~ || All v || Last 60 Minutes v |?
Application Source Destination Session
Show entries @
Application Name Category Risk # Users
Sample MSP | Contz

The following table describes the callout labels in the preceding figure:

Callout Label

1 Page

2 Page Header

3 Page Footer

4 Button

5 Widget header
99

Description

Background and text color for the overall page, excluding the

header and footer

Background and text color for the top portion of the page,

including the tabs

Background and text color for the bottom portion of the page

Background and text color for the buttons on the page

Background and text color for the widgets on the dashboard,
and for tables on the other pages
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Chart Series Color Settings

Chart Series Color Settings refer to pie charts and bar charts on the dashboard page (see the table below for
descriptions of the callout labels):

M || HERE | Sample MSP

Dashboard View Wireless Networks Reports  Rogue AP

Widget All v || Last 7 days v 1?

Top Application Category QT - Top Hostna
Social.Media .
2356
13.5 %
@ Network.Service cdn.feed
Video/Audio 5682
2381 4 32.6 %
13.6 % ﬂ S50.5CU.
Collaboration www.chec
2576 '
14.8 % General.Interest
4451
25.5% camino.
The following table describes the callout labels in the preceding figure:
Settings Callout Impacted Chart Segment
Series #1 1 First
Series #2 2 Second
Series #3 3 Third
Series #4 4 Fourth
Series #5 5 Fifth
Series #6 Sixth
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Using a custom CSS file

Select custom in the Color Scheme selector and select Upload CSS.

Color Scheme

" Color Scheme:

"Type: CSS File:
custom v Color Picker '® Upload CSS « Export lElmport place_holder_custom.css

To update the CSS file, follow these steps:

1. Select Export to export the current CSS file. The file is saved in the Downloads folder of your local machine.
2. Edit the file to make changes as desired and save the file.

3. Select Import.
4
f

Use the file chooser to select your updated CSS file.
If the imported file contains any invalid CSS style, the style will be reset to the default CSS style.

Custom URLs and text

The following figure displays the URL Settings panel.

FPC Collectors ~ Settings Roles  System Log | Theme | System Info = Trusted Hosts

Theme 7
— URL Settings
Company Name: Service Name: Service Login Footer: Header URL:
Sample MSP FortiPortal Cloud Based Security Analytics anc
Contact URL: Legal URL Privacy URL: Acceptable Use Policy URL:

The URL Settings panel sets URL and text fields for the login page. The maximum length of each custom text
field is 100 characters.
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The locations of the fields are shown in the following figure (see the table below for descriptions of the callout
labels):

% | HERE [#)sample MsP(1)

Language

@\ FortiPortal (2)

Login

Password

Forgot password
Cloud Based Security Analytics and Management for Carriers

and Managed Security Service Providers

The following table describes the callout labels in the preceding figure:

Settings Callout What does it Display?
Company Name 1 Company name and header logo on the header of every page
Service Name 2

Service name and service logo image at the top of the login page

Service Login Footer 3 Service login footer at the bottom of the login page. (NOTE: The
login page does not include a separate footer color.)
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Custom images

The following figure shows the Images panel:

—Image:

Theme

Favicon Image:

No file chosen

B8 w16 x H:12 pixels)

Alert Image:

No file chosen

Header Logo Image:

No file chosen

MSP | (W:144 x H40
LOGO | pixels)

Customers Count Image:

No file chosen

VB (:25 x H:25 pixels)
-

pdf Logo Image:

No file chosen

MSP [ (W:144 x H:40
LOGO Epi“k)

Users Image:

No file chosen

Service Logo Image:

No file chosen

Change Password Image:
No file chosen

BE W16 x H17 pinels)

Login

The following table describes the callout labels in the preceding figure:

Settings

Callout

Save

103

Header Logo Image

Service Logo Image

Description

Cancel

Some of the custom image fields refer to the login page. The locations of the fields are shown in the following
figure (see the table below for descriptions of the callout labels):
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Theme Resizing images

Resizing images

When you upload an image for one of the custom fields, the system displays a thumbnail of the image. If the
uploaded image is too large, you can drag from the right edge and bottom edge of the image to resize it. You can
also drag from the bottom right corner (or depress the shift key), to retain the current proportions of the image as
it changes size.

For assistance in resizing the image, the system provides a sizing box, and also provides the image height and
width.

The help (?) icon for each image field provides the minimum and maximum dimensions for each image.

The following figure shows a downloaded alert icon image before resizing and after resizing:

Before resizing After resizing
Alert Image:
C:\Alert1.png Browse...
J Alert Image:
C:\Alertl.png Browse...

- {W:29 x H:30 pixels)

Details of the theme configuration fields

The following table describes the configuration fields:
Settings Guidelines Default value
Color Scheme Select a color scheme for the Admin pages. Blue

Select the Color Pickericon to add (that is, edit) a custom
color scheme.

Type Visible for a custom scheme. Select Color Picker or Color Picker
Upload CSS.
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Details of the theme configuration fields Theme

Settings Guidelines Default value

Color Picker Visible only when you select Color Picker as the color n/a
scheme type.
Opens the Edit Custom Color Scheme form. See the
"Using Color Picker" section for details.

CSSFile Visible when you select Upload CSS as the color scheme n/a
type. Displays buttons to export or import a CSSfile.

Export Exports the current CSS file. The file is saved in the n/a
Downloads folder of your local machine.

Import Imports a file that replaces the current CSS file in use. n/a
Opens a file-chooser dialog allowing you to select a CSS
file.

URL values for Header and Footer

There are links in the header and footer to various corporate web pages. The following URL values must be
public web pages. Specify the full URL, including "http://".

Company Name (manadatory field) Service Provider company name is n/a
displayed in the footer of each page.

Service Name Service name to display on the login page
Service Login Footer Footer text to display on the login page
Header URL Link activated from the company logo in the header, and blank

the company name in the footer. Specify the URL to open,
such as your company home page.

Contact URL Footer contains a link to the Contact page. Specify the blank
target URL.

Legal URL Footer contains a link to the Legal page. Specify the target  blank
URL.

Privacy URL Footer contains a link to the Privacy page. Specify the blank
target URL.

Acceptable Use Policy Footer contains a link to the Acceptable Use Policy page blank

URL

Image files

Unless otherwise stated, the supported file types for
images include jpg, png, and gif.
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Settings Guidelines Default value

Favicon Image (Uploaded) Image file that FortiPortal will use as a blank
Favorites icon.
Supported file types include ico, jpg, png, and gif.
The recommended file type is .ico and the maximum
image size is 20x20 pixels.

Header Logo Image Image file that FortiPortal will use for the header logo. blank
The recommended image size is 144x48 pixels.

PDF Logo Image Image file that FortiPortal will use as the logo in blank
PDF reports.
The recommended image size is 144x48 pixels.

Service Logo Image Image file that FortiPortal will use as the logo on the login

page.
The recommended image size is 104x80 pixels.

Icons in the

page banner ? 3& X SP User Logout
®

1. Alert Image Image file for the altert icon in the page banner.
The recommended image size is 30x30 pixels.

2. Customer Count Image file for the customer icon in the page banner.
Image The recommended image size is 30x30 pixels.
3. Users Image Image file for the MSSP users icon in the page banner.

The recommended image size is 30x30 pixels.

4. Change Password Image file for the change password icon in the page
Image banner.
The recommended image size is 30x30 pixels.
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License Information System Info

System Info

Go to Admin > System Info to see additional information about the system.

System Info page
Home  Dashboard Customers Devices Admin Audit 0.08 MB used 0f 100.00 68

Settings ~ Roles = Systemlog = Theme | System Info | Trusted Hosts Additional Resources

System Info ?
[~ License Information —Version
VM License Valid @ Version 5.00
Devices Allowed[Used] 10131 Build Number 7
FAPs Allowed|Used] 100 [0] £pC Admin Login
FSA Devices Used 0 ’7 FPC Admin »
Expiry Date Fri Jun 08 00:16:44 2018 GMT [—Certificate
Serial Number FPC-VM1000000008 Certificate Private Key
Chogse File | o file chosen Choose File | No file chosen
Upload License |
Chouse File | No file chosen savell) (Tcancal swve | Cancel

The page displays the following panels:

« License Information
Version Information
FPC Admin Login
Certificate Information

License Information

This panel provides information about the FortiPortal license and enables you to upload a new license.
Field Description
VM License Indicates the type of license and whether the license is valid

Devices Allowed [Used] Number of devices to be managed that are included in the license (number in
brackets indicates the number of devices currently used)

FAPs Allowed [Used] Number of Fortinet AP devices that are included in the license (number in
brackets indicates the number of devices currently used)

FSA Devices Used Number of Fortinet Sandbox devices that are in use
Expiry Date Expiry date of the license
Serial Number Your FortiPortal serial number.
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System Info Upload a license

Upload a license

You only need a single license file for FortiPortal. After you upload the FortiPortal license, the license details are
shown in the Admin > System Info page, including the number of devices allowed, the number of devices used,

the number of Fortinet Access Points (FAPs) allowed, the number of FAPs used, and the number of FortiSandbox
(FSA) devices used.

The number of devices used is the number of devices (VDOMs) that a Managed Security Service Provider (MSSP)
user assigns to a customer site. Other devices that FortiPortal has access to from FortiManager do not count as
“used” until they are assigned to a customer site.

If the MSSP user creates a customer site, assigns a device to it, and the MSSP user has selected the
FortiSandbox checkbox so that FortiPortal will process logs from the customer’s FortiSandbox devices, those
devices are counted as part of the number of devices used. Refer to the Admin > System Info page.

When the MSSP user removes a device from the customer site, the number of devices used decreases by one,
and the number of devices allowed increases by one. Refer to the Admin > System Info page.

The Expiry Date on the Admin > System Info page shows when the FortiPortal license expires.
Use the following steps to upload the FortiPortal license:

1. Goto Admin> System Info and locate the License Information panel.

2. Under the Upload License label, select Browse.
The system opens a file chooser window.

3. Select a license file and select Open.
4. The system automatically restarts the FortiPortal VM to apply the license.

Home  Dashboard Customers Devices Admin  Audit 0.08 MB used of 10000 63
Settings Roles SystemLog Theme | System Info | Trusted Hosts Additional Resources
System Info ?
r—License Information r—Version Information

VM License Valid @ Version 5.0.0
Devices Allowed[Used] 10 3] Build Number 7
FAPs Allowed[Used] 100 [0] FpC Admin Login
FSA Devices Used 0 ’7 FPC Admin »

Expiry Date Fri Jun 08 00:16:44 2018 GMT —Certificate

Serial Number EPC-VM1000000008 Certificate Private Key

Choose File | No file chosen Choose File | Mo file chosen

Upload License
Choose File | o file chosen Savel) (TGancal Save | Cancel

Version Information

The Version Information panel displays the FortiPortal version and the build number.

FPC Admin Login

The FPC Admin Login panel contains a link to allow you to log in as an administrator.
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Certificate Information

The Certificate Information panel displays the certificate file name and private key file name.

From this panel, you can select and upload a new certificate and private key for the FortiPortal (using PKCS#8
format).
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Trusted Hosts

If you enable Trusted Hosts as a global setting (see "Admin settings" on page 72), the system enforces a
configurable blocklist and whitelist for all admin and customer users. The Trusted Hosts displays the blacklist.
Refer to "Administrative users" on page 31 for information about creating the Trusted Hosts whitelist.

Go to Admin > Trusted Hosts to see the IP Blacklist where you can create and edit blacklist entries.

FPC Collectors ~ Settings Roles SystemlLog Theme SystemInfo @ Trusted Hosts

Blacklist 7 + Add
Show entries Search | Search by Nome
IP Start Mask Prefix Action

No data available

Page actions

The Roles page contains the following actions:

« + Add—open a new page with the form to add a blocklist entry
« Search—enter text to search for roles containing that text

Per-role actions

When you scroll over a entry in the roles list, the following icons appear in the Action column:

« Edit—opens a new page with the form to edit a Trusted Host
« Delete—deletes the Trusted Host
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The following figure shows the Add Trusted Host form:

Add Trusted Host %

" 1P Start:
" Mask:

* Prefix: | _q

Save Cancel

The Add/Edit Trusted Host forms contain the following fields:

IPv4

IP Start Start address for the range covered by this entry

Mask Defines the range of IP addresses covered by this entry
IPv6

IP Start Start address for the range covered by this entry

Prefix Defines the range of IP addresses covered by this entry
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Additional Resources

Go to Admin > Additional Resources to see the button (resource) list, which enables administrators to add, edit,
delete, or view the displayed resources:

FPC Collectors ~ Settings = Roles  System Log = Theme System Info = Trusted Hosts | Additional Resources

Button List 7 + Add
Show 10 ~ entries Search

Name URL Image Status Action

Help www.serviceprovider.com/help ContactUs.jpg 9

chat www.serviceprovider.com/chat Feedback.jpg ] 'd ]

FAQ www.serviceprovider.com/faq FAQ.jpg 9

Page actions

The Button List page contains the following actions:

« + Add—open a new page to add a resource
« Search—enter text to search for resources containing that text

Selecting + Add opens the Add Button window:

FPC Collectors = Settings Roles  System Log Theme SystemInfo  Trusted Hosts = Additional Resources

ist |7
Button List * Add Button * * Add
Show 10 ~ entries .
Name:
Name URL Image
" URL:
Help www.serviceprovider.com/help ContactUs.jpg

“Status: @ Active © Disabled

chat www.serviceprovider.com/chat Feedbackjpg
Image: place_holder_buttonpng

FAQ www.serviceprovider.com/faq FAQ.jpg

Save Cancel
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Enter the following

button details:

Additional Resources

Field Description

Name
URL
Status

Image

Per-role actions

When you hover over a button row, the following icons appear in the Action column:

Button or resource name

Link to open when the button is selected

Active or Disabled

Default image is pre-populated. You can change or resize it with the Browse
button and resize icon.

« Edit—opens a new page with the form to edit an existing role

o Delete—deletes

Selecting Edit displays the Edit Button: button form, where button can be Chat, FAQ, or Help:

FPC Collectors = Settings = Roles

Button List 7

Show 10 ~ entries
Name

Help
chat

FAQ

the selected role

System Log = Theme  System Infi

URL

www.serviceprovider.com/l
www.serviceprovider.com/:

www.serviceprovider.com/i

Edit Button: Help

At any time, you can select the Delete icon to remove the button row:

FPC Collectors ~ Settings ~ Roles = System Log Theme SystemInfo = Trusted Hosts | Additional Resources

Button List 7
Show 10 ~ entries
Name

Help

113

URL

www.help.com

“Name: |Help
* URL: |www serviceprovider.com/help
"Status: @ Active () Disabled
Image: | contactUsjpg
E im]sst pixels)
Bl
Save Cancel
Image Status

place_holder_button.png 9

+ Add
Search
Action
]
+ Add
Search
Action

rg |
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Audit

The Audit tab displays an log of user activity on the Administrative Web Interface:

Audit Log List | Last 1 Day 7 Export to CSV
Show 10 - | entries Search

Date Level User Name Event Type Client IP Address Message

2016-01-25 10:49:36 info spuser Add Site 172.30.12.40 Site: Site2 was added and assign to customer: Customer2
2016-01-25 10:49:22 info Login 172.30.12.44 Login: User (spuser) was logged in

2016-01-25 10:49:17 info spuser Add Customer 172.30.12.40 Customer: Customer2 was added

2016-01-25 10:48:45 info spuser Add wifi 172.30.12.40 Wifi: Wifil was added and assign to customer: Customerl
2016-01-25 10:48:34 info spuser Add Site 172.30.12.40 Site: Sitel was added and assign to customer: Customerl
2016-01-25 10:48:12 info spuser Add Customer 172.30.12.40 Customer: Customerl was added

2016-01-25 10:47:48 info spuser Add Controller 172.30.12.40 Controller: root/Controller/vd12 was added

2016-01-25 10:47:15 info spuser Add Forti Manager 172.30.12.40 Forti Manager: FM was added

2016-01-25 10:46:55 info spuser Add Collector 172.30.12.40 Collector: Collector2(172.20.71.134) was added
2016-01-25 10:46:24 info spuser Add Collector 172.30.12.40 Collector: Collector1(172.30.71.245) was added

Showing 1 to 10 of 14 entries 2 Next Last

Page actions

« Audit Log List—set the duration of the logs to display (last 60 minutes, last 1 day, last 7 days, or customize)
o Search—use any column to search the audit log list by level, user name, event type, client IP address, or message
o Export to CSV—export the audit log list as a Comma-Separated Value (CSV) file

Per-audit actions

When you select the Message field for an Edit Customer audit entry, the system opens a pop-up window to
display the details of the change. The details window shows the original ("oldDetails") and new ("newDetails")
field values:
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Details
{
"oldDetails":
{
}
1,
"newDetails":
{

115

"data":

"data":

{
"dynamic mapping": [
{
"_scope": [
{
"name" :
"wdom" :
}
1.
"local-intf": [
"wanl",
"wan2"
1
b
{
" _scope": [
{
"mame" :
"ydom" :
}
1,
"local-intf": [
"modem
1
}
1,
"golor": 1,
"description"™: "test",
"mame": "test",
"gingle-intf": "disable",
"default-mapping”: "disable"

{
"dynamic mapping": [

Audit

"FWFO0ODP3Z1400
"root"

"FWFS0DE3Z1400
"root"

Cancel
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Upgrading FortiPortal software

This section provides instructions to upgrade FortiPortal from an earlier version to a more recent version.
NOTE: For FortiPortal 5.0 and later, you must download a new license file from https://support.fortinet.com/.
To upgrade from version 4.2.0 or later, you can upgrade directly to version 5.0.0.

To upgrade from version 3.2.2 or earlier, you must:

1. Perform a sequential set of upgrades to version 4.0.0.

2. Upgrade from version 4.0.0 to version 4.1.2.

If you are upgrading from a version prior to version 4.0.0, refer to Table 1 on page 116 to determine your upgrade
path. Find your existing version in the Existing Version column of the table and determine the more recent
version(s) to which you can upgrade in the Compatible Upgrade Version column. When you upgrade to a more
recent version, repeat this process until you're running the most recent version.

Table 1: Upgrade Path

Existing Version Compatible Upgrade Version

21.0 21.1
21.1 2.2.0
2.2.0 221,222, 2.3.0
221 2.2.2,2.3.0
2.2.2 2.3.0
2.3.0 2.3.1
2.3.1 2.4.0,2.41
240 241, 2.5.0, 3.0.0
241 2.5.0, 2.5.1, 3.0.0, 3.1.0
2.5.0 2.5.1, 3.0.0, 3.1.0
2.51 3.0.0, 3.1.0, 3.1.1, 3.1.2
3.0.0 3.1.0, 3.1.1, 3.1.2
3.1.0 3.1.1, 3.1.2, 3.2.0
3.1.1 3.1.2,3.2.0
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Existing Version Compatible Upgrade Version

3.1.2 3.2.0, 3.2.1, 3.2.2

3.2.0 3.2.1, 3.2.2, 4.0.0

3.2.1 3.2.2, 4.0.0, 4.0.1

3.2.2 4.0.0, 4.0.1, 4.0.2, 4.0.3
4.0.0 4.1.2

4.0.1 4.1.2

4.0.2 4.1.2

4.0.3 4.1.2

4.0.4 41.2

4.1.0 4.2.0,4.2.1, 4.2.2,4.2.3
411 4.2.0,4.2.1, 4.2.2, 4.2.3
4.1.2 4.2.0,4.2.1, 4.2.2,4.2.3
4.2.0 4.2.1, 4.2.2, 4.2.3, 5.0.0
4.2.1 5.0.0

4.2.2 5.0.0

4.2.3 5.0.0

Upgrade procedures

Complete the following tasks to perform an upgrade:

1. From the Fortinet Customer Service & Support website (https://support.fortinet.com/), download the portal
and/or collector build files for VMware (the . out files, not the . ovf . z1ip files) for the version to which you
want to upgrade.

2. Perform a backup of the portal and collector MySQL database(s). For details, see "Perform a backup" on page
118.

3. To prevent the collectors from processing logs during the upgrade, shut down the collectors from the VM
console.

4. Restart the portal. From the VM console, log in as admin and type execute reboot.

5. Upgrade the portal. For details, see "Upgrade the portal” on page 118.
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6. Turn on the collector(s). For example, from the vSphere client, right-click the collector(s) and go to Power
> Power On.

7. Upgrade the collector(s). For details, see "Upgrade the collector " on page 119

Do not turn off or restart the portal or collector(s) while upgrading. Doing so can cause
a loss of data and otherwise harm the system.

Perform a backup

NOTE: You can use https://mysqglbackupftp.com to back up the portal and collector database.

1. You can export (or create a snapshot of) a VM for a backup. For example, for VMware, from the vSphere
client, shut down the database VMs from the VM console. If you are using the sample MySQL database, log
in as user fpc, get root privileges, type sudo su, and type shutdown now.

For VMware users, go to File > Export > Export OVF Template to export the VM.
For Name, set a name for the backup.

For Directory, select a directory from which you can restore the backup to vSphere.
Optionally, enter a Description for the backup.

Select OK.

N o a & 0N

After the backup is complete, right-click the virtual machine you backed up and go to Power > Power On.

Upgrade the portal

Log in to the portal using a service provider (administrator) account.

Select the Admin tab.

Select FPC Admin to open the administrator portal. The administrator portal opens in a new browser tab.
Log in to the administrator portal. The default user name is admin, and there is no default password.
Select the System Settings tab.

In the System Information widget, select the Update button beside the Firmware Version.

N o a &~ 0N =

In the pop-up dialog, select Choose File and select the portal . out file that you downloaded in Step 1 in
"Upgrade procedures" on page 117.

8. Select OK. The portal will upgrade. After the firmware is upgraded, the system will restart automatically.

Check that the version number in the Admin > System Info > Version Information >
Version field in the FortiPortal administrative web interface matches the version

number in the administrator portal (System Settings > Dashboard > Firmware
Version). If these two numbers do not match, the portal has not finished upgrading.
You must wait for the portal to finish upgrading before upgrading the collector.

NOTE: If you have a RADIUS server configured in an existing version, you must re-enter the RADIUS attributes
after the portal upgrade is complete. For details, see the FortiPortal Administration and User Guide.
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Upgrade the collector

For a collector HA cluster, first upgrade the master and then the slave(s). Repeat these steps for each collector:

1. Restart each collector, one at a time.

2. Login to the portal using a service provider (administrator) account.

3. Select the Devices tab.

4. Select the FPC Collectors tab.

5. Click the IP address of the collector to open that collector's administrator portal. The administrator portal
opens in a new browser tab.

6. Logintothe administrator portal. The default user name is admin, and there is no default password.

7. Go to System Settings.

8. Inthe System Information widget, select the Update button beside the Firmware Version.

9. Inthe pop-up dialog, select Choose File and select the collector . out file that you downloaded in Step 1 in

"Upgrade procedures" on page 117.

10.Select OK. The collector will upgrade. After the firmware is upgraded, the system will restart automatically.
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Alert messages

FortiPortal generates the following alert messages. The Service Provider level messages include the name of the
customer (XXXXin the list below).

Service-provider level messages:

Total Storage reached 90 % for customer(XXXX)
Collector Storage reached 90 % for customer(XXXX)
FPC Storage reached 90 % for customer(XXXX)

Email server credentials are invalid

Failed to send the report

Please make sure all device assign to customer(XXXX) on same collector.
Wifi: Unassigned FAP(s): (XXXX)

Cannot connect to the database: URL Name

Delete data process for Customer(XXXX) Started

Delete data process for Customer(XXXX) ended

Delete data process for Site(XXXX) Started

Delete data process for Site(XXXX) ended

Delete data process for unassigned device(XXXX) Started
Delete data process for unassigned device(XXXX) ended
Delete data process for wifi network(XXXX) Started
Delete data process for wifi network(XXXX) ended
Unable to connect <Fpc Database> : XXXX

Unable to connect <Collector Database>: XXXXX
Unable to connect <Collector>: XXXX

Unable to connect <FortiManager> : XXXX

Failed to poll Fortimanager: XXXX

Wrong remote user authentication settings : XXXX
Collector cleanup alert messages : XXXX

Cleanup for collector storage : customer <Customer Id>

Settings are successfully saved. For authentication related changes please reboot system.
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Customer-level messages:

Total Storage reached 90 %, contact your service provider
Storage reached 90 %, contact your service provider

FPC Storage reached 90 %, contact your service provider
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Before you start your setup, you need to determine the storage requirements for the portal and collector
databases. To do this, determine the approximate values for the following:

o Expected log rate (logs per second)

« Number of customers

o Number of days to retain data

« Number of FortiGate devices

NOTE: The values are based on one VDOM per customer and an 80/20 storage ratio of the portal database to the

collector database. If you are using FortiGate HA, count only the number of HA masters for the number of FortiGate
devices.

The expected log rate is the overall value for logs to the collector. To find the number of logs per second for a
VDOM based on the last seven days of logs, use the diagnose test applicationcommand.

For example:

FG1K5D3114801425 # diagnose test application miglogd 4
info for vdom: root

memory
traffic: logs=63016358 1en=34499571723, Sun=0 Mon=0 Tue=63016358 Wed=0 Thu=0 Fri=0
Sat=0
event: logs=2756 1len=972616, Sun=324 Mon=324 Tue=345 Wed=324 Thu=740 Fri=375 Sat-
t=324

The example shows the log counters for a seven-day period and gives the total number of entries for each log
type for each VDOM.

To calculate the number of log entries per second, take the sum of the logs (for example, 63,016,358 + 2,756 =
63,019,114), divide by 7 (for example, 63,019,114/7 =9,002,731), and then divide by 86,400 (for example,
9,002,731/86,400 = 104) to get the number of logs per second.

A single collector instance (collector and database) can handle 15,000 logs per second. The portal supports
multiple collectors on multiple VDOMs to increase the log rate and storage.

The following calculations can be used to determine the storage values for the collector and the portal and
collector databases:

Syslog /second /customer = expected log rate / number of customers
Portal database size in MB for one syslog /second /day size = 0.156
Portal database size in GB /customer /day = (syslog /second /customer * 0.156) / 1024

Portal database size /customer to retain data = portal database size in GB /customer /day * number of
retention days

Minimum customer storage = portal database size /customer to retain data/ (0.8 * 0.2) (The minimum
value is 5 GB.)

Collector disk size = 2.65 + (number of FortiGate units * 3.25) (The minimum value is 80 GB.)

Portal database disk size = minimum customer storage * number of customers * 1.25* 0.2 + 20
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Collector database disk size = minimum customer storage * number of customers * 1.25* 0.8 + 20

NOTE: Values in boldface are either buffer values or allocations for system files.

For example:
Expected log rate 500
Number of customers 5
Number of retention days 60
Number of FortiGate units 10

When you substitute these values into the calculations:
Syslog /second /customer =500/5 =100
Portal database size in GB /customer /day = (100 * 0.156)/1024 = 0.015
Portal database size /customer to retain data =0.015 * 60 =0.914
Minimum customer storage =0.914 /(0.8 *0.2) =5.712~6 GB
Collector disk size =2.65 + (10 * 3.25) = 35.15 GB, so use the minimum value of 80 GB
Portal database disk size =6*5*1.25*0.2 + 20 =27.5 GB
Collector database disk size=6*5*1.25* 0.8 + 20 =50 GB

Configuring the collector VM disk size

NOTE: The NTP source must be the same for all portal and collector VMs to synchronize the log time stamps across
all devices.

When you deploy the OVF image for the first time, you can configure the disk size. There are two virtual disks.
Hard disk 1 is the flash disk (2 GB); hard disk 2 is the storage disk (80 GB by default.). You can increase the size
of the storage disk when deploying the VM. See the following figure. (Do not increase the size of hard disk 1.)

123 FortiPortal Administration and User Guide
Fortinet, Inc.



Appendix: Sizing

) collector2 - Virtual Machine Properties

Hardware lOptiu:uns ] Resources

[ Show all Devices Add... Remove
Hardware Summary

Wl Memory 16384 MB

i crus 2

I;l Video card Video card

= WVMCIdevice Deprecated

Q- SCSI controller 0 Paravirtual

& Hard disk] Yigwal Disk

£ Hard disk2

Virtual Disk >

Metwork adapter 1
Metwork adapter 2
Metwork adapter3
Metwork adapter4

VI Metwark

WM Metwark
WM Metwark
WM Netwark

Customer-level messages:

- O X

Virtual Machine Version: 7
Disk File

|[|:Iatasb:ure 2] collector 2fcollector2_1.vmdk

Disk Provisioning

Type: Thin Provision
Provisioned Size:
Maximum Size (GE): 1630.36
Virtual Device Node

|SCSI (0: 1) Hard disk 2 |

Mode

[ Independent
Independent disks are not affected by snapshots.
r

Changes are immediately and permanently written to
the disk.

~

Changes to this disk are discarded when you power
off or revert to the snapshot.

When the collector is running, use the execute 1lvm info command to see the disk size.

/ailable
ailable
ailable

ilable
ailable
ailable
ailable
ailable
available

gl wolume.
information.

]
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If you have already deployed the collector VM, you can add an additional disk.
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To add a disk:

1. Shut down the collector.
2. Edit the VM properties.
3. Add an additional disk. See the following figure.

@ collectord - Virtual Machine Properties
Hardware letiuns ] Resources ]
[ Show All Devices Add... Remove
Hardware summary
fl Memory 16384 MB
Id cprus 2
I;| Video card Video card
= VMCI device Deprecated
@ SCSI controller 0 Paravirtual
= Hard disk1 Virtual Disk
= Hard disk2 Virtual Disk
BB} Metwork adapter1 VM Metwork
BB WNetwork adapter2 VM Netwark
Ef WNetwork adapter3 VM Metwark
BB Network adapterd VM Network
ﬁﬂew Hard Disk (adding) Virtual Disk >

4. Start the collector.
5. Usethe lvm info command again. You should now see an additional, unused disk.
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6. Enterthe execute 1lvm extend command to use the new hard disk. The collector will reboot.

Unuse
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lo you want to continue?

7. When the collector is running, use the execute 1lvm info command to see the new disk size.
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Appendix: Installation using OpenStack

The FortiPortal software runs on virtual machines. Each VM runs either the portal or the collector software.

You can use OpenStack to create and manage the VM instances.

Prerequisites

Note the following prerequisite items:

1. You must provide a MySQL server for the portal database, and one or more MySQL servers for the collector
database instances.

2. Download the portal and collector images from Fortinet Support site.
3. Access to OpenStack Horizon Dashboard for your OpenStack environment.

Downloading FortiPortal image files

To download the required image files.

Navigate to the Fortinet customer service page (https://support.fortinet.com).
Go to Download > Firmware Images.
In Firmware Images page, select FortiPortal.

Download the latest image files (one portal file and one collector file) in QCOW2 format:
« fpcvm64imageCollector.out.qcow?2

Ll

« ffpcvm64imagePortal.out.qcow2

OpenStack Horizon Dashboard

Log in to the OpenStack Horizon Dashboard, which provides a web-based user interface to OpenStack services.

Create images for the portal and collectors

Create a portal image and a collector image.
Use the following steps to create an image:

1. From the left menu, select Compute > Images.
2. Select Create Image.

3. System opens a form. Enter the following fields in the form:
a. Enter a unique name for the image.

b. Image Source: select Image File.
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Qe -~ 0o 20

Select Choose File to open the file chooser.

Select the portal or collector file that you saved on the hard drive.
Format: QCOW?2.

Architecture: leave blank.

Minimum Disk: 80.

Minimum Ram: 16.

Select Create Image.

Create volumes for the portal and collector

Create a storage volume for the portal and the collector.

Use the following steps to create a volume:

1.

Select Volumes in the main menu.
2. Select Create Volume.

3. System opens a form. Enter the following fields in the form:

a.

- ® 2 0 T

Enter a unique name for the volume.
Volume Source: No source, empty volume.
Type: No volume type.

Size: 80.

Availability Zone: select a zone.

Select Create Volume.

Launch the instances

Launch one instance for the portal and one for the collector.

To launch a VM instance:

1.
2.
3.

Select Instances in the main menu.
Select Launch Instance.

System opens a form. Enter the following fields in the Details tab of the form:
a.

- ® 2 0 T

Availability Zone: select a zone.

Instance Name Enter a unique name for the instance.
Flavor. Select the appropriate size of VM.

Instance Count: You can create one or more instances.
Instance Boot Source: Select Boot from image.

Image Name: Select the image name.

In the Access & Security tab:

a.
b.

Key Pair. Select a key pair.
Security Groups: Select the default.

In the Networking tab:

a.

Available networks: Select a network.

Select Launch.
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Assign a floating IP address Appendix: Installation using OpenStack

Launch one instance for the portal and one for the collector.

Assign a floating IP address

To associate an IP address to the instance:

Select Instances in the main menu.
In the Actions column, select Associate Floating IP in the pull-down list.
Select the + key to obtain an available IP address.

> wbd -~

Select Associate.
Note the Floating IP address value. You will need this to configure the IP interface.

Associate the volume to the instances

To associate the storage volume to the instance:

Select Volumes in the main menu.

In the Actions column of the new volume, select Manage Attachments in the pull-down list.
Select the instance to associate.

Select Attach Volume.

> owbd -~

Reboot the instances

To reboot the instance:

1. Inthe Action column, select Hard Reboot in the pull-down list.

Determine the IP address and port number

After the reboot, use the FortiPortal CLI to determine the IP address and external port number for each instance:

1. Select Instances in the main menu.
2. Note the instance internal IP address.
3. Select the instance name. The system displays the instance overview.
4. Select the Console tab.
5. Log in using default credentials.
6. Run the interface configuration command, and note the Ethemet port number.

exe shell

ifconfig
exit
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Configure the portal parameters

After the reboot, use the FortiPortal CLI to configure the portal parameters. Configure the parameters using the
following steps:

1. Open the OpenStack console tab to view the console for the portal.
2. Log in using the default user ID (admin, with no password required).
3. Use the CLlI instructions (see the steps below) to set the following parameters:

Setting Description

Hostname Host name for the portal VM

IP address and Floating IP address for the portal VM and the route to the default gateway

Default Gateway

SQL settings Floating IP Address of the portal SQL server, database name, user
credentials.

NTP settings IP Address of the NTP server

NOTE: For the portal VM and SQL server, use the Floating IP addresses created in "Assign a floating IP address "
on page 129.

CLI steps
1. Configure the host name for the portal VM:

config system global
set hostname <host name>
end

2. Configure the system IP address and default gateway for the portal VM:

config system interface
edit <port number>
set ip <IP address> <mask>

set allowaccess ping https http ssh snmp telnet
end

config system route
edit 1
set device <port number>

set gateway <default gateway>
next
end

3. Configure the SQL settings:

config system sqgl
set status remote
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Configure the collector parameters Appendix: Installation using OpenStack

set database-type mysqgl

set database-name fp fazlite

set username <portal ddatabase mySQL username>
set password <portal database mySQL password>

set server <IP address for the portal database>
end

4. Configure the NTP settings for the portal VM:

config system ntp
config ntpserver
edit 1
set server <NTP server>
end
set status enable
end

5. Reboot the VM.

Configure the collector parameters

After the reboot, use the FortiPortal CLI to configure the collector parameters. Configure the parameters using
the following steps:

1. Open the OpenStack console tab to view the console for the collector.
2. Login using the default user ID (admin, with no password required).
3. Use the CLlI instructions (see the steps below) to set the following parameters:

Setting Description

Hostname Host name for the collector VM

IP address and Floating IP address for the collector VM and the route to the default
Default Gateway gateway

SQL settings IP address of the portal SQL server, database name, user credentials.
NTP settings IP address of the NTP server

NOTE: Always enter the database information for the portal database even when you are configuring a collector
VM.

CLI steps
1. Configure the host name for the collector VM:

config system global
set hostname <host name>
end
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2. Configure the system IP address and default gateway for the collector VM:

config system interface
edit <port number>
set ip <IP address> <mask>

set allowaccess ping https http ssh snmp telnet

end
config system route
edit 1
set device <port number>
set gateway <default gateway>
next
end

3. Configure the SQL settings:

config system sqgl
set status remote
set database-type mysqgl
set database-name <database name>
set username <portal database mySQL username>
set password <portal database mySQL password>
set server <IP address for the portal database>

end
4. Configure the NTP settings for the collector VM:

config system ntp
config ntpserver
edit 1
set server <ntp server>
end
set status enable
end

5. Reboot the VM.

Updating the SSL certificate file

Use the following steps to import an SSL certificate for the FortiPortal VM.

From the Admin portal, select Admin > System Info to display information about the SSL certificate.
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Installing MySQL for FortiPortal databases Appendix: Installation using OpenStack

System Info page

[n-] m m [n-] System Info (A m [n-]

— Version Information

—License Informati

_ Version 5.0.0
VM License valid @

Build Number 182
Devices Allowed[Used] 10 [o]

FPC Admin Login
FAPs Allowed[Used] 100 [0] lrm
FSA Devices Used 0 [ Certificate Information
Certificate Private Key
Expiry Date Thu May 31 22:07:51 2018 GMT Choose File | Mo file chosen Choose File | Mo file chosen
Serial Number FPC-VM1000000008 “
Upload License

The Certificate Information panel displays the certificate file name and private key file name.

From this panel, you can select and upload a new certificate and private key for the FortiPortal (using the PKCS#8
format).

Installing MySQL for FortiPortal databases

The MySQL database server for the portal or collector is a standard physical or virtual server.

Edit the my.cnf file to adapt the mySQL configuration for FortiPortal:

1. Edit the bind address to make the database reachable from the FortiPortal:
bind-address = <IP address of the database server>

2. Fortinet recommends that you create a dedicated MySQL user for FortiPortal. You will need to know the
credentials for this user when you create the portal.

Notes:

« The portal database bind-address should match the SQL server address that you configure in the SQL settings of
the portal (see Configure Portal Parameters).

« The collector database bind-address should match the SQL server address that you configure when you add a
collector. See FortiPortal Collectors.

« If you are using MYSQL 5.7.x, please add the following lines in the my.cnf file:

« [mysqld] sql_mode = STRICT_TRANS_TABLES,NO_ZERO_IN_DATE,NO_ZERO_DATE,ERROR_FOR _
DIVISION_BY_ZERO,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION

Reconfiguring MySQL password on FortiPortal

If you change the password for the FortiPortal user in the portal MySQL database, you need to update the
configuration in the portal and collector:
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config system sqgl

set status remote

set database-type mysqgl

set password <portal db mySQL password>
end
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FortiPortal web interface

FortiPortal web interface

To analyze your event log data in the FortiPortal, customize reports, view the status of your network devices, view
and configure security policies, you can use the FortiPortal web interface.

After a successful log in, the interface displays the dashboard page.
NOTE: To select a different language for this session, log out and select a language on the log-in page.
The top banner is common for all of the pages and includes the following action buttons:

« Help—additional window that displays the Help pages

o Alerts—pop-up window that displays the unread alerts

» Change Password—raises a dialog box for password change
« Logout—Ilog out of the tool

The top banner includes the main menu, which contains the following selections:

« Dashboard—widgets that display information about the FortiPortal (FP)

« Policy & Objects—pages for viewing and modifying security policy, firewall objects and security profiles
« View—different views of the security event logs

o Wireless Networks—wireless networks, listed by site or by SSID

o Reports—lists of available reports

o Rogue AP—data about rogue APs

« Additional Resources—page to launch external pages such as a ticketing system

« Audit—a log of user activity on the Administrative Web Interface

« Device Manager—manage virtual private networks (VPNs) and static routes

The top banner also displays your storage usage, including the storage limit allocated and the actual amount of
storage currently in use.
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Landing page

Landing page

When you open FortiPortal to login into the system, you see the following default landing page.

NOTE: With FortiPortal Version 3.2.1, you can now select German from this page.

[

e Q FortiPartal
f——

Login

Cloud Based Security Analytics and Management for Carriers and Managed Security Service Providers
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Reset password

Reset password

On the Login page, select the Forgot password link to display a dialog window:

Reset your password

Please enter your email address and we will send you a

temporary password

* Email:

Send

x

Cancel

Enter the email ID associated with your user account. The system resets your password and sends you a

temporary password by email.
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Change Password

Change Password

Selectingthe Change Password icon on the page banner displays this dialog window:

Change Password ? ®

“0ld Password:
“New Password:

“ Confirm New Password:

Change Cancel

Enter your existing password and a new password that takes effect on your next login attempt.
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Page actions

Alerts

Alerts

Selecting the Alert icon displays a list of unread alerts:

Alerts 7 x
Last 1 Day Mark As Read
Show 5 ¥ entries Search
Type Message Time (GMT)
& Cannot connect to the database; jdbemysql://172.30.11.11:3308  2016-01-13 17:47:40
i Delete data process for sitefqq) ended 2016-01-13 16:02:03
i Delete data process for site(gq) started 2016-01-13 16:01:01

For each alert, the page displays the following

o Type—severity of the alert (Informational or Warning)
o Message—text summary of the alert

o Time—time the alert was raised (displayed for GMT time zone).

Page actions
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The Alerts page contains the following actions:

« Filter—filter the data (Last 60 Minutes, Last 1 day, Last 1 week)
« Search—enter text to search for alerts containing that text
o Show x Entries—use the drop-down selector to set the number of entries to display

« Select—select individual alerts, or select all alerts (select box in the column header)
o Mark as Read—mark selected alerts as read

FortiPortal Administration and User Guide
Fortinet, Inc.



Dashboard Page actions

Dashboard

The dashboard displays different views of the security event logs and other information.

Home  Dashboard Policy & Objects Device Manager View Wireless Networks Reports Rogue AP Additional Resources  Audit { 012 MB used of 5.00 GB J [ site J
+ widget All Last 1 Day m Refresh
Top Application Category P Top Hostname By Traffic ST - Top Region By Traffic OHg—
- y Traffic To b
B < 13% distillery... 6.06 MB
d 13% ‘ MNetwork.Se.. 35% M8
MBE
' 4.54 MB
Generalin... 19%
Collaborat. 19% i 4asve +
Top Web S OB = Top Application By Traffic SO0 T= .
e PARE Y Traffic From
rtificat. 13- RTMP 6,06 MB
secure2.th.. 133 Zendesk 5.87 MB -
'\- >
20140703.b. 67 Proxy HTTP 517 MB ‘ o
7035.. 7 i 517 M -
. S
g
31435,phob.. &7 NTP 517M8 af
+ 7
“ F Y

aitfarmime.. 67 Siverligh... 454 M8

As you can see, the dashboard is organized as a set of widgets The default widgets include the following:

« Top Application Category
« Top Hostname by Traffic
« Top Region by Traffic

o« Top Web

« Top Application by Traffic
e Top Spam

o Traffic History

« Top Traffic By Protocol

o Top Viruses

o Top Attacks

o Top DLP Sources

The following widgets are associated with the wireless controllers and endpoints:

« Traffic History (Wireless)

o Top 5 FAPs by Max Client Count

« Top 5 FAPs by Max Bandwidth (Mbps)
« Max Client Count (Wireless)

o Top 5 SSIDs by Traffic (Wireless)

o FAP Summary

The following widgets are associated with the sandbox:

« Sandbox Scanning Statistics
o Top Sandbox Hosts
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Page actions

o Top Sandbox Malware
o Sandbox Scanning Statistics Graphs

Page actions

The following actions are available on the dashboard:

« + Widget—add a widget to the dashboard

« Scope—view widget output (All, site, or wireless)

« Filter—filter the data (last hour, last day, last 7 days, or a custom filter)

o Refresh—refresh the data

Widget actions

Dashboard

The top banner on each widget provides some or all of the following controls:

« Edit Settings—edit the widget

« Drill-down—uvisible in the widgets that support drill-down capability

o Refresh—refresh the data
o Delete—delete the widget

o Collapse/Expand—display or hide the widget's content

« Drag and Drop—using the menu bar

Edit widget

Selecting the Edit Settings icon opens a window within the widget that enables you to select the top N entries:

Home Dashboard = Policy & Objects Device Manager
+ Widget All Last 1 Day
Top Application Category

Show Top: | 5 10 15

Ok

Top Web

142

View Wireless Netv

SO T - Top

Cancel

ST - Top

FortiPortal Administration and User Guide
Fortinet, Inc.



Dashboard Widget actions

Drill-down widget
The following widgets support the drill-down capability:

« Top Application Category

o Top Region by Traffic

« Top Application By Traffic

o Top Attacks

Each of these widgets displays a graph or bar chart with the top 5 results, where the result is an application,

region, traffic, or attack (depending on the widget). When you select one of the results, the Application view
opens with a view filtered by that result. The view filter is listed above the table.

Top Application Category Qv g—-

social.Media
72016
13.1%
Metwork.service

Video/Audio 180194
76804 32.7%
13.9%
Collaboration )
81219
14.8 % General.Interest
140360
25.5%

The application name in each table entry also displays the region name (in brackets).
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Application view View

View

This tab displays information about the security event logs. It contains filters and controls that allow you to group
the event logs in different ways, and to drill down and view the details of a related set of event logs.

The following action buttons are available along the top of the page:

« Application/Attack/Sandbox—view the event logs grouped by application, attack or sandbox.

« Scope—view output for all sites or select a specific site

« Set Filter—filter the data (last hour, last day, last 7 days, or customize)

o Refresh—refresh the data

« Sort—Each column has a sorting feature, allowing you to sort data in ascending or descending order.
The table header provides a drop-down menu for selecting the number of entries to display. The header also

includes a search box, enabling you to search for the text in the following fields: User, Source, Source Information
(Src.Inf), Destination, Destination Information (Dst.Inf) and Application.

The following tabs provide different views of the data:

o Source—arranged by the source FortiGate device
« Destination—arranged by the destination (IP address, protocol, port)

« Session—arranged by session (i.e., a specific flow of packets between a source and destination). This tab is visible
only when you have selected the Application view.

Application view

The Application tab under View displays event logs grouped by application:

~ | Risk o | # Users o | # Source ¢ | # Destination o | # Sessions ¢ | Bandwidth
15 691MB
15 12.92ME
116 515MB
16 56006 KB

569MB

16 135MB

MSRPC Uapan)

16 115MB
Rss (Taiwan) ur 123M8

SNMP_GetRequest (Ukraine) 16 485MB

B

Facebook (France) 15 7.26MB

Note the name (in brackets).
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View Attack view

Attack view

The Attack tab under View displays event logs grouped by "attack:"

~ | Count 2 | Level

K 16 lert
‘AdobeFlash. Player.copyRawDataTo.Memory.Corruption 16 alert alert
e Qui EG Stream Padding Buffer.Ove: 16 alert alert
Cisco.CSCAvS0135.Telnet. Buffer.Overflow, 16 alert alert
EMC.Data Protection Advisor.DoS. 16 alert lert
Buffer.Overflow 16 alert lert
16 alert alert
16 alert alert
MS Help Program.DoS 16 alert lert
MS Windows RDP Remote.Code.Execution 16 alert alert

When you select one of the entries in the table, the system displays the first set of filtering. For each of the
remaining filters, a vertical left menu includes buttons to perform the next level of filtering (see circle 1 below):

Attack All Last 60 Minutes ? Refresh

Attack Source Destination Log

Attack ( 3D.Life.Player.WebPlayer.ActiveX.Control.Buffer.Overflow ) © source (172.30.184.124) (%]
—_—,

Destination

Show 10 T |entries Search
# Destination # Logs

1 157.56.52.41 1

The applied filters are listed across the display (ellipse 2 in the preceding figure). Select the grey x button beside
each filter to remove that filter.

If you select an individual log entry, the system displays its details:

Application Source Destination Session

Source ( 172.30.1.10 (FORTINET-USchernandez) ) @ Application ( NetBIOS.Name.Service ) @ Destination ( 157.55.130.140 ) @

Session
Show | 10 v | entries Search
a - S . Policy
# Time User Source SrcInf. Destination Dst.Inf. Application Name Bandwidth
2016-01-
FORTINET-
Q1 21 172.30.1.10 internal 157.55.130.140 root NetBIOS.Name.Service 41.75 KB 8
11:38:11 USchernandez

To the left of the entry, the system provides an expand button to display all of the fields associated with the log
entry.
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Sandbox view

The Sandbox tab under View displays event logs grouped by “sandbox:”

Sandbox ~ || All v Last 7 days v |7 Refresh
Sandbox Source Destination Log

Show | 10 v |entries Search

Malware Name Risk Level Client Device Id # Users # Source # Destination
BSIL/RVX!nr Low Risk alert FGT20C1021119MDL 348 196 250
CSIL/AVX!cr High Risk alert FGT20C1021119MDL 336 196 250
DSIL/cVX!dr Medium Risk alert FGT20C1021119MDL 346 195 247
ESIL/dVX!dr Clean alert FGT20C1021119MDL 340 196 248
FSIL/evX!dr High Risk alert FGT20C1021119MDL 345 195 246
GSIL/fvxidr unknown alert FGT20C1021119MDL 346 196 248
MSIL/MVX!tr Malicious alert FGT20C1021119MDL 343 195 248
zSIL/hvX!dr Malicious alert FGT20C1021119MDL 342 196 246

Use the Source or Destination tab to filter the view. The Log tab shows the logs unfiltered.

When you select one of the entries in the table, the sandbox view works like the attack view. The system displays
the first set of filtering. For each of the remaining filters, a vertical left menu includes buttons to perform the next
level of filtering.

The applied filters are listed across the display. Select the grey x button beside each to remove that filter.

If you select an individual log entry, the system displays the details of that entry.
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Wireless Networks

This tab displays information about the wireless networks.

You can select from two views, Fortinet Access Points (FAP) and SSID, which present the same information
grouped in different ways:

o FAP View—displays the SSIDs for each FAP at each site (see the following figure)
o SSID View—displays the FAPs for each site for each SSID

MspP wireless '? 10 3¥SP User  Logout
‘oen || HERE | Sample MSP
Home | Dashboard Policy & Objects Device Manager  View = Wireless Networks | Reports  Rogue AP Additional Resources  Audit 082 M8 usedof 50068 | | L\
FAP View | SSID View
show|[10_entrie.
Status Bandwidth In Banduwidth Out
(1] 001 M8 0.00 M8
o a7aKE 151ke
) oBytes

0Bytes

Selecting the green + button adjacent to an entry expands the entry and shows the next level of data. Select a red
button to hide the data for an entry.

If you select the FAP name, the system opens a window to show the FAP details as well as details for each SSID.

Additional information about Fortinet Wireless networks is available in the wireless chapter of the
FortiOS handbook.
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FortiPortal reports Reports

Reports

This tab displays a list of available FortiPortal or FortiAnalyzer reports:

FortiPortal | Fortifinalyzer

Today ?
Show entries
Created (GMT) Date Range (GMT) Report Name
2018-05-24 20:49:25 20M8-05-23 20:49:25 / 20M8-05-24 20:49:25 Report_MME_1527194965542.pdf

FortiPortal reports

The FortiPortal reports page includes the following actions:

« Set Filter—filter the data (today, last 1 day, last 1 week, last 1 month, or customize a filter)
o Report Definitions—opens a pop-up window that lists the available reports

o Run Now—opens a pop-up window with a form to specify the report to be run

o Search—text search by report name

NOTE: The Report Definitions and Run Now buttons are visible only to users with the relevant permissions.
When you scroll over a entry in the reports table, the following icons appear in the Action column:

o Download—download the selected report
o Delete—delete the selected report

Report definition actions

Reports ? R
+ Add
Search |Search by Name/Frequency/Site

Report Name User Type Frequency Site Action

custlrep CUsT Daily All

custlrep2 CusT Weekly aa

Custrepl SP Weekly All

Reportl SP Daily aa
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Reports FortiPortal reports

The Report Definitions form contains the following actions:

o Add—open a new page with the form to add a report
o Search—enter text to search for report names containing that text

Run Now actions

The Run Now form contains the following selections:

Settings Guidelines

Report Duration Duration of data included in the report: last 1 day, last 1 week, last 1 month
Available/Selected Use the arrow keys to create a subset of available reports.

Reports

Available/Selected Use the arrow keys to create a subset of available sites. If none are selected, the
Sites report is run for all sites.

Language Language for the report selected from the pull-down list

No of Rows Number of rows of data to include in the report

Per-report actions
When you scroll over a entry in the reports list, the following icons appear in the Action column:

« Edit—opens a new page with the form to edit the selected report
« Delete—deletes this report

The Add Report and Edit Report forms contain the following selections:

Settings Guidelines

Report Name Name for the report
Frequency Values include: daily, weekly, monthly
Available/Selected Use the arrow keys to create a sublist of available reports.
Reports Use the search boxes to filter the choices available.
Available/Selected Use the arrow keys to create a sublist of available sites. (If none are selected, the
Sites report is run for all sites.) Use the search boxes to filter the choices available.
Language Language for the report from the pull-down list
No of Rows Number of rows of data to include in the report
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FortiAnalyzer reports Reports

Settings Guidelines

From Email Email address from which the report will be sent
Email Text Text for the body of the email
FortiAnalyzer reports

When you select the FortiAnalyzertab, the FortiPortal displays a reports page:

FortiPortal | FortiAnalyzer

Last 1 Month v |7

Show 10 ¥ |entries Search

Created (GMT) Report Name Action

2016-08-22 21:16:31 f1/root/Admin and System Events Report-2016-08-22-1416

This page includes the following actions:

« Set Filter—filter the data (today, last 1 day, last 1 week, last 1 month, or customize a filter).
o Search—text search by report name

When you scroll over a entry in the reports table, the following icon appears in the Action column:

o Download—downloads the selected report as a PDF file
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Rogue AP FortiAnalyzer reports

Rogue AP

This tab displays a list of rogue access points detected on the network and contains the following actions

« Set Filter—filter the data (last 60 Minutes, last 1 day, last 7 days, or customize a filter)
« Show x entries—drop-down menu to set the number of entries per page
« Search—search the fields: Detected by, SSID, Status, Vendor information

The following figure shows the Rogue AP page:

Home = Dashboard Policy & Objects Device Manager View Wireless Networks Reports  Rogue AP | Additional Resources  Audit { 0.02 MB used of 5.00 GB J [ site,wif J
Rogue AP List | Last 1 Day

Show entries Search | Sesich by Detected 0y/SSID/Status/Vendor info
Detected by ssID Mac Id Status Security Type On Wire? First Seen Last Seen Vendor Info Channel Signal Strength

No data available
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FortiAnalyzer reports Additional Resources

Additional Resources

This tab displays Help, Chat, and FAQ buttons. If active, the button's text and image are selectable and open a
new tab with the given URL. If disabled, the button's text and image cannot be selected.

[ 5.53 MB used of 5.00 GB ] [

Home Dashboard Policy & Objects View Wireless Networks Reports Rogue AP Additional Resources Cunomerlﬂ;itelﬂ]

L

chat FAQ

Help

152 FortiPortal Administration and User Guide
Fortinet, Inc.



Policy FortiAnalyzer reports
Policy

Go to Policy & Objects > Policy to see a hierarchical view of the policy packages. Each package might be
associated with either one or more FortiGate devices or VDOMSs, or all devices within an ADOM.

Policy | Objects Refresh Revision Backup

Search., Policy | Central NAT  IPv6 Interface Policy ~ IPv6 DoS Policy = NAT64 Policy  Interface Policy ~ IPv6 Policy = DoS Policy = NAT46 Policy  Installation ~ Review

4. @ FPC_ADOM_NEW /FGVMO10000101088/vd1

Show| 10 ¥ entries % Column Settings Search | Search by Al
- [B) test_0459886/clone_of_FGYMO010000101088_vd1 =

Seq.# D Source Destination Schedule Authentication Web Filter Application Control DLP Email Filter
1 1 ~all *all * always

2 2 “all = all * always

3 3 all =all * always i@ fpc-lalit-test [ default
4 4 [ none =all * always

5 5 =all =all * always

The page includes a main panel and a left side panel that provides a hierarchical view of the policies. When you
select an entry in the left panel, the main panel displays the policy data associated with that entry.

Policy tab column settings
You can select the columns to display in the Policy tab:

1. Select the Column Settings button to display the Column Settings form.
2. Select the columns you want to display, clear the columns that you want to hide, and select Apply.

Policy data refresh

The policy information is refreshed every hour from the FortiManager. You can also refresh the data on demand
by selecting the Refresh button.

Revision backup

The system can save only one revision of the current policy and object data. The new revision overwrites the
existing backup (if one exists).

Observe the following restrictions:

o Customer must be part of only one ADOM.
« No other customer can be part of that ADOM.
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Creating and restoring policy revisions Policy

Creating and restoring policy revisions

Select the Revision Backup button to open the Revision Backup window:

Revision Backup k3

+
D Mame Creation Time Comments

Mo data available

Select the Create button to define a backup of the current policy and object data. If one exists, the Revision
Backup window provides details:

Revision Backup »®
+
1D MName Creation Time Comments
6 test 2016-05-03 16:19:36 a test
¢* Restore

To restore the backup, right-click the entry and select Restore.

Configuring policies

Your service provider can grant write access to your policies. If so, you are enabled to add/edit/delete,
enable/disable, and change the order of the policies. If not, we display a warning message and restrict the data in
the Policy page to read-only.

Adding a new policy

1. Right-click a policy in the list and select Create New.
2. Entervalues in the relevant fields and select Save.

Updating a policy

1. Right-click the policy in the list and select Edit.
2. Modify the relevant fields and select Save.

Deleting a policy

1. Right-click the policy in the list and select Delete.
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Policy Configuring policies

Enabling or disabling a policy

1. Right-click the policy in the list and select Enable or Disable.
A policy in disabled state is marked with a red circle in the Seq.# column.

Policy fields

The add/edit policy form contains the following fields (see the figure after the table for an example form):

Policy Subtype Address or User |dentity
Incoming Interface Select one or more interfaces from the drop-down list.
Source Address Select to add one or more address objects.

Outgoing Interface

Destination Address Select to add one or more address objects.

Schedule Select one entry from the drop-down list.

Service Select one or more services from the drop-down list.

Action Accept or deny.

Tags You can add tags for tag management. Type a tag in the text field

and select the add icon to apply the tag to the policy.
Comments Type optional comments for the policy.
Additional field becomes visible if the action is set to Deny
Log Violation Traffic Select this check box to create a log for each denied packet.
Additional fields become visible if the action is set to Accept
NAT

Use Destination Interface Address Select to use the destination interface address. This setting is
enabled by default. Optionally, enable Fixed Port.

Dynamic IP Pool If you check this option, specify the IP pool to use.
Use Central NAT Table Uses the central NAT table for source IP mapping.
Logging Options Logging Options
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Configuring policies

Settings

Policy

Guidelines

No Log
Log Security Events

Log All Sessions

Other Options

Enable Web Cache
Enable WAN Optimization
Enable Disclaimer
Redirect URL

Resolve User Names Using FSSO
Agent

Security Profiles

Traffic Shaping

Reverse Direction Traffic Shaping

Per-IP Traffic Shaping

No log is generated.
Creates a log for each security event.

Logs all sessions. Requires extensive system resources and storage
space.

Enable web caching for this traffic.

Enable WAN Optimization for this traffic.
Enable Disclaimer for this type of traffic.
Configure the redirect URL of the disclaimer.

Authenticate user credentials with FortiAuthenticator.

Enable one or more security profiles for this traffic.

Apply traffic shaping to this traffic. The amount of shaping applied
depends on the traffic priority that you configure (Guarenteed, High,
Medium, Low).

Apply traffic shaping to the traffic coming in the reverse direction.

Apply the traffic shaping per-IP.

The following figure shows the Create New Policy form:
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Policy Configuring policies

Create New Policy ®

Groups(s)  [§ Click to add...

User(s) (3 Click to add...

Source Device Type | Click to add...
Incoming Interface * any

Source Address * all

Outgoing Interface * any

Destination Address * all

Schedule [ always
Service 2 ALL Q
Action @ DENY

Ml Log violation Traffic

Tags
Add tags [ Click to add...
Comments | Write a comment.., 0/1023

Save Cancel

Moving a policy
NOTE: Policy move is not supported for FortiManager 5.4.0 or later release.
To change the order of the policies:

1. Right-click the policy in the list and select Move.
The system opens a dialog box, showing the policy ID of the selected policy.

2. Select the option of Before or After.

3. Enter the target Policy ID (NOTE: Enter the ID, NOT the sequence number).
The system moves the selected policy to before/after the target.

4 5 = all
i x
5 2 « 3l Move Policy
6 24 =all Policy ID: 24
4 = - Option : Before (® After
8 26 = all
*Target: Policy ID
Save Cancel
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Reviewing policies

Re-installing the policy

Policy

After you add or change a policy, select Installation to view the installation targets. Right-click a target and select

Re-install to re-install the policy packages to the assigned devices.

For additional information about policy types, refer to the chapter on Policy and Objects in the FortiManager
Administrative Guide.

Reviewing policies

Go to Policy & Object > Policy > Review to see all policies and firewall objects that have been configured.

Refresh Revision Backup T

Policy  Installatiom | Rewview

Policy

Seq. ID Source Interface Destination Interface Souwrce

1 1 portd portd
Address

Name Type

* live.com Address

Adobe Login Address

Gotomeeting Address

SSLVPN_TUNNEL_ADDR1 Address.

SSLVPN_TUNNEL |Pve_ADDRI1 IPv Address

‘Windows update 2 Address
adche Address
all Agldress
all IPvé Address
android Address
appla Address
appstore Address
auth.gfxms Address
autoupdate.opera.com Address
citrize Agldress.
dropbox.com Address
eease Address
firefox update server Address
fortinet Address
google-drive Address
google-play Address
google-play2 Address

Max Rules Per Page:

net-10-50-20 *all * always
Interface Default Mapping
any FOQDN:* live.com
any FQDN:*.adebelogin.com
any FQDN:* gotomeeting.com
any IP Range10.212.134.200-10.212.134.210

1PN etmask:fdff-fiff-/120
any FQDN:* windowsupdate.com
any FODM:* adobe.com
any 1P/MASK:0.0.0.0/0.00.0
1P/Metmiask =0

any FODMN:* android.com
any FQDMN:* apple.com
any FQDM:* appstore.com
any FQDMauth.gfms
any FQDMautoupdate.opera.com
any FQDM:*.citrixonline.com
any FODM:* dropbox.com
any FODN:* eease.com
any FQDMaus*.mozilla.org
any FQDMN:* fortinet.com
any FQDMN:*drive google.com
any FQDM:play.gocgle.com
any FQDMN:*.ggphtcom

You can select the maximum number of rules to display.

Select Print to send the information to a printer or to create a PDF file.
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Objects Types of objects

Obijects

This tab under Policy & Objects provides a view of the objects that are defined in the FortiManager devices.
Objects can include items such as addresses, services, intrusion protection definitions, anti-virus signatures and
web-filtering profiles. You can use an object in more than one policy to avoid repeating data in multiple places.

005MB used | [ 1
Home Dashboard  Policy & Objects Device Manager View Wireless Networks Reports Rogue AP Additional Resources  Audit of 5.00 GB site

ks

Policy | Objects FMGO1/ADOM_50 + )

Search

Search by All

se;alg L Interface ¢ Default Mapping % Per-Device Mapping ¢ Description &
4-- |3 Zone/Interface
Lol |% Interface
Z2 Firewall Objects dmz FWF60C3G10000674 (root) : dmz
\& Security Profiles

e H User & Device

w Interface (10)

internal FWF60C3G10000674 (root) : internal
modem FWF60C3G10000674 (root) : modem

ssLLAN-to-LAN FWF60C3G10000674 (LAN-to-LAN) : ssLLAN-to-

LAN
ssl.root FWF60C3G10000674 (root) : ssl.root
sslvd2 FWF60C2G10000674 (vd2) : ssl.vd2
sslvd3 FWF60C3G10000674 (vd3) : ssl.vd3
sslvd4 FWF60C3G10000674 (vd4) : ssl.vd4
wanl FWFG60C3G10000674 (root) : wan1
wan2 FWF60C3G10000674 (root) : wan2
w Zone (1)

Zonel

The page includes a main panel and a left side panel that provides a hierarchical view of the objects. When you
select an object in the left menu, the main panel displays the data associated with that object. This data is
displayed for the selected ADOM. You can select a different ADOM using the pull-down selector above the main
panel.

Types of objects

The page displays the following object categories:

o Zone/Interface
« Firewall Objects
« Security Profiles
o User &Device

These objects are described in the following sections.

Zonellnterface

You can define a dynamic interface or a dynamic zone. A dynamic zone allows you to specify multiple interfaces.
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Types of objects Objects

The following figure shows the Create New Interface form.

Create New Interface *
" Name:
Description:

074096
[[] Default Mapping
[ Per-device Mapping

{ Cancel

The following figure shows the Create New Zone form.

Create New Zone X
" Name:
Description:

0/4096
[[] Default Mapping
[] Per-device Mapping

{ Cancel

Specify the name of the dynamic interface or zone, add an optional description, and select one of the default
mappings. You can also specify dynamic mapping for a device by selecting Per-Device Mapping.
Firewall Objects

Firewall objects include address, schedule, service and virtual IP. For additional information about the object
types, see FortiOS 5.6 Object Configuration.

Address

You can specify an address as a country, an FQDN or as an IP subnet and mask. The address can apply to all
interfaces, or you can configure a specific interface.

You can also create an Address Group, which defines a group of related addresses.

Schedule

You can specify a set of days and time ranges with recurring or one-time schedules.
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Objects Types of objects

Service

Although numerous services are already configured, the system allows for administrators to configure their own.

The service object specifies the protocol and any additional information required to identify the service (which
depends on the protocol):

o IP—IP protocol number
o TCP/UDP/SCP—source and destination port range

You can also create a service group, which defines a group of related services.
Virtual IP

The Virtual IP objects map external IP addresses to internal addresses.

The following figure shows the FPC Virtual IP object display:

rolicy | Objects FMG/FPC_ADOM_NEW  + |/?
Show entries Search | Search by Al
search.
: Name Type Interface Details Comments
4- |4 Zone/Interface
: B test Virtual IP any 12.3.4.5-12.3.4.10->172.30.71.1-172.30.71.6
Interface

rewall Objects
=] Address

- T Schedule

- G@ Service

i B @ virtual 1P
& Security Profiles
- [FY User & Device

FPC supports the following Virtual IP object types:

o IPv4 Virtual IP—uses static NAT to map a range of external addresses to an internal address range
o IPv4 Virtual IP Group—defines a group of one or more Virtual IPs, for ease of administration

« IP Pool—defines an IP address or range of IP addresses to use as the source address (rather than the IP address of
the interface)

Security Profiles

Security profiles are described in detail in the FortiGate Security Profiles document and in the online help files at
FortiOS Security Profiles.

The following security profiles are supported on an FPC:

« Antivirus Profile

« Application Sensor

o Data Leak Prevention Sensor
o Email Filter Profile

o IPS Sensor

o Web Filter Profile

« Local Category

» Rating Overrides
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Types of objects

Local Category (security profile introduced with FPC 1.2.0)

Objects

You can create a local category and then use Rating Override to assign URLs to the new category.

Rating Overrides (security profile introduced with FPC 1.2.0)

Use a Rating Override object to override the Fortinet rating for a URL. The Security Profiles document contains
additional information about local categories and rating overrides.

The following figure displays rating overrides:

Policy | Objects

search..

-+ |% ZonefInterface
% Interface
Firewall Objects
- |2] Address
@ Schedule
- L@ Service
- (& Virtual IP
- G Security Profiles
- @ Antivirus Profile

E= Application Sensor
% Data Leak Prevention Sensor
. ¥ Email Filter Profile
-~ [ IPS Sensor
- W Web Filter Profile
-~ & Local Category
(= Rating Overrides
- 4 User & Device

User & Device

FMG/FPC_ADOM_NEW : |

Show entries

URL

http://www.google.com:8080/business
www.google.com/a
www.hey.com

www.nogo.com

Status

enable

enable

enable

enable

Category

Brokerage and Trading
Finance and Banking
Phishing

Peer-to-peer File Sharing

Search | Search by All

Security policies may allow access to specified users and user groups only (the object types in the User & Device

category).

For additional information about users and user groups, refer to FortiOS Handbook: Authentication.

User Definition

You can create local (accounts stored on the FortiGate unit), or remote users (accounts stored on a remote
authentication server). FortiGate supports LDAP, RADIUS, and TACACS+ servers.

You can also enable two-factor authentication using FortiAuthenticator.
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Objects Types of objects

The following figure shows the Edit User form for a local user:

Edit User Profile: guest %
Type ® LOCAL LDAP RADIUS TACACS+
User Name guest
¥ Disable
Password

Contact Info

Email

Enable Two-factor Authentication
®' FortiToken Email based two-factor authentication

FortiToken Click to add...

| Save | Cancel

For a remote user, you need to specify the remote server, as shown in the following figure:

Edit User Profile: fpcrduser x
Type LOCAL LDAP '® RADIUS TACACS+
User Name fperduser
Disable
RADIUS & Test_radius

Contact Info

Email

Enable Two-factor Authentication

® FortiToken Email based two-factor authentication
FortiToken Click to add...
| Save | Cancel
User Group

A user group is a list of user identities. To add or edit a user group, right-click the Edit Settings icon to display the
Edit User Group form. Then, select group members from the Available Users list.

After you set the group type and add members, you cannot change the group type without removing its members.
If you change the type, any members will be removed automatically.
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Configuring objects

Edit User Group: Guest-group

Group Name: Guest-group
Type ® Firewall FS50
Available Users Members
abc guest
>
fpcrduser .
testRdUser |22
<<
Remote authentication servers
(2 Create New
Remote Server Group Name

No data available

Configuring objects

Objects

Your service provider may grant write access to some or all of your policy objects. If so, you are enabled to
add/edit/delete the objects displayed on the page. If not, we display a warning and set the data to read-only.

Adding a new object

1. Right-click any object in the list and select Create New.

2. Modify the relevant fields and select Save.

Updating an object

1. Right-click the object in the list and select Edit.

2. Modify the relevant fields and select Save.

Deleting an object

1. Right-click the object in the list and select Delete.

2. Modify the relevant fields and select Save.

If the new or updated object is used in any policy, select Installation in the Policy tab to re-install the policy

packages to the assigned devices.
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Audit Page actions

Audit

The Audit tab displays an log of user activity on the administrative web interface:

Home  Dashboard Policy & Objects Device Manager View Wireless Networks Reports Rogue AP Additional Resources  Auclit [ 0.02 MB _used of 5.00 GB ] { site J
Audit Log List | Last1Day 7 Export to €SV
Show |10 ¥ |entries Search [Search by LeveliUser
Date (US/Pacific) Level User Name Event Type Client IP Address Message
2017-11-20 15:24:52 info spuser Edit Object 172.30.180.226 Object type: webfilter-profile ObjectName/Id: Mantis457764 edited for adom: ADOM_50
2017-11-20 15:24:00 info spuser Add Object 172.30.180.226 Object type: webfilter-profileObject Name: created for adom: ADOM_50
2017-11-20 15:08:20 info spuser Add Object 172.30.180.226 Object type: ratingoverridesObject Name: created for adom: ADOM_50
2017-11-20 15:07:53 info spuser Add Object 172.30.180.226 Object type: localcategoryObject Name: created for adom: ADOM_50
2017-11-20 15:07:30 info spuser Add Object 172.30.180.226 Object type: webfilter-profileObject Name: created for adom: ADOM_50
2017-11-20 15:06:47 info spuser Delete Object 172.30.180.226 Object type: localcategory ObjectName/Id: myLocalCategory deleted for adom: ADOM_50
2017-11-20 15:06:27 info spuser Delete Object 172.30.180.226 Object type: webfilter-profile ObjectName/Id: test 101 deleted for adom: ADOM_50
2017-11-20 14:55:52 info spuser Delete Object N?zamao‘zzs Object type: webfilter-profile ObjectNamey/id: Test after fix deleted for adom: ADOM_50
2017-11-20 14:55:46 info spuser Delete Object 172.30.180.226 Object type: webfilter-profile ObjectName/id: My test web filter deleted for adom: ADOM_50
2017-11-20 14:55:39 info spuser Delete Object 172.30.180.226 Object type: webfilter-profile ObjectName/id: mywebFilterProfile deleted for adom: ADOM_S0
Showing 1to 10 of 11 entries. t 2 Next Last

Page actions

« Audit Log List—set the duration of the logs to display (last 60 minutes, last 1 day, last 7 days, or customize)
« Search—use any column to search the audit log list by level, user name, event type, client IP address, or message
o Export to CSV—export the audit log list as a Comma-Separated Value (CSV) file
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Per-audit actions Audit

Per-audit actions

When you select the Message field for an Edit Customer audit entry, the system opens a pop-up window to
display the details of the change. The details window shows the original ("oldDetails") and new ("newDetails")

field values:
Details x
{
"gldDetails": [
{
"data": {
"dynamic mapping": [
{
" _scope": [
{
"pname": "FWFOODF3Z1400
"wvdom": "root"
H
] r
"logal-intf": [
"wanl",
"wans"
]
} r
{
" scope": [
{
"name": "FWFI0ODE3Z1400
"wdom": "root"
H
] r
"local-intf": [
"modem"
]
}
] r
"oolor": 1,
"description": "test",
"name": "test",
"single-intf": "disable",
"default-mapping": "disable"
1
h
] r
"newDetails": [
{
"data": {
"dynamic mapping": [
< »
Cancel
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Device Manager

Device Manager

Use the Device Manager tab for the following:

« Configure IPSec phase 1 and phase 2.
« Define static routes.
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Configuring VPNs VPNs

VPNs

The VPN tree under the Device Manager tab displays a list of configurations for Internet Protocol Security (IPsec)
Phase 1 and Phase 2.

Home Dashboard Policy & Objects  Device Manager View Wireless Networks Reports Rogue AP Additional Resources  Audit { 0.02 MB used of 5.00 GB J [

site,wifi J

ADOM_50/FWF60C3G10000674/vd2

|
Show([10 ] entries Search [Search by Al

Gateway Name Gateway P Mode Encryption Algorithm Interface Binding

|
488 VPN

IpSec Phase 1 No data available [N

IPSec Phase 2

=1 Router

Configuring VPNs

Use the VPN area to configure IPSec phase 1 and phase 2. You must have at least one IPSec phase-1
configuration and at least one IPSec phase-2 configuration.

In this area, the following actions are available:

o Search—enter text to search for in the table

« Create New—configure the IPSec phase 1 or the IPSec phase 2

« Edit—change an existing IPSec phase-1 or IPSec phase-2 configuration
o Delete—delete an IPSec phase-1 or IPSec phase-2 configuration

Creating an IPSec phase-1 or phase-2 configuration

1. Select IPSec Phase 1 or IPSec Phase 2 from the VPN tree.

2. Right-click a configuration and select Create New. If the table is blank, right-click under the column headings and
select Create New.

3. Enter values in the relevant fields and select Save. See "IPSec phase-1 fields" on page 169 and "IPSec phase-2
fields" on page 171.

4. Select Save.

Updating an IPSec phase-1 or phase-2 configuration

1. Select IPSec Phase 1or IPSec Phase 2 from the VPN tree.
2. Right-click a configuration and select Edit.

3. Update the values that have changed.

4. Select Save.

Deleting an IPSec phase-1 or phase-2 configuration

1. Select IPSec Phase 1 or IPSec Phase 2 from the VPN tree.
2. Right-click a configuration and select Delete.
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VPNs Configuring VPNs

IPSec phase-1 fields

Create Mew IPSec Phasel ®

* Gateway Name:

The Gateway Mame field is required.

Comments: 0/255
Remote Gateway: | giatic |p Address s
"IP Address: | nno0
* Local Interface: any —
*Mode: ® mMain O Aggressive
* Authentication -
(O] - O 5
Method: Pre-shared Key () Signature
* Pre-shared Key:
The Pre-shared Key field is required.
| Save | Cancel

.................

The Create New IPSec Phase1 and Edit IPSec Phase1 forms contain the following fields:

Settings Guidelines

Gateway Name Required. Type a name for this Phase-1 configuration. The value is a string with a
maximum of 15 characters.

Comments Type an optional description. The value is a string with a maximum of 255 characters.
Remote Gateway Required. Select Static IP Address, Dialup user, or Dynamic DNS.
IP Address Required if you select Static IP Address. Type the IPv4 address.
Dynamic DNS Required if you select Dynamic DNS. Type the fully qualified domain name.
Local Interface Required. Select an interface from the drop-down list or select any.
Mode Required. Select Main or Aggressive for the phase-1 mode.

Authentication Method Required. Select Pre-shared Key or Signature for the authentication method.

Pre-shared Key If Pre-shared Key is selected, this field is required. Type a string for the pre-shared key.
The key must contain at least 6 printable characters. For optimum protection against
currently known attacks, the key must consist of a minimum of 16 randomly chosen
alphanumeric characters.
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Configuring VPNs VPNs

Settings Guidelines

User Group If Pre-shared Key is selected, this field is available but optional. Enter the user group to
authenticate remote VPN peers. The user group can contain local users, LDAP servers,
and RADIUS servers.

Certificate Name If Signature is selected, this field is available but optional. Select a certificate from the
drop-down list.

Peer Options If Signature is selected, this field is available but optional. Select Any peer id or One
peerid.
peerid If One peer idis selected, this field is required. Enter the peer ID to uniquely identify one

end of a VPN tunnel, enabling a more secure connection. If you have multiple VPN
tunnels negotiating, this ensures the proper remote and local ends connect. The value is
a string with a maximum of 255 characters.

Advanced...(XAUTH, NAT-traversal, DPD)

Local Gateway IP Select Specify or Main Interface IP. If you select Specify, type the IPv4 address in the
field.
P1 Proposal Select the encryption and authentication algorithms. You can select more than one. Use

the arrows to move the algorithms from Available Encryption-Authentication Pair box to
the Selected Encryption-Authentication Pair box.

Diffie-Hellman Groups Select one or more of the following Diffie-Hellman (DH) groups: 2, 5, 14, 15, 16, 17, 18,
19, 20, 21. At least one of the DH group settings on the remote peer or client must
match one the selections on the FortiGate unit. Failure to match one or more DH groups
will result in failed negotiations. Only one DH group is allowed for static and dynamic
DNS gateways in aggressive mode. By default, 5 and 14 are selected.

Key Life Type the time (in seconds) that must pass before the IKE encryption key expires. When
the key expires, a new key is generated without interrupting service. The key life can be
from 120 to 172800 seconds. The default is 86400.

Local ID A Local ID is an alphanumeric value assigned in the Phase 1 configuration. The Local ID
uniquely identifies one end of a VPN tunnel, enabling a more secure connection. If you
have multiple VPN tunnels negotiating, this ensures the proper remote and local ends
connect. Type a string with a maximum of 63 characters.

XAuth Select Disable or Client for the XAUTH type. The default is Disable.
NAT-traversal Select Disable, Enable, or Forced. The default is Enable.
Keep Alive Frequency If NAT traversal is enabled or forced, type a keep-alive frequency setting (10-900

seconds). The default is 10. The value range is 10-900.

Dead Peer Detection Select Disable, On Idle, or On Demand.
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VPNs Configuring VPNs

IPSec phase-2 fields

Create New IPSec Phase2 ®

" Tunnel Name:
The Tunnel Name field is required.

"Phase 1: | 1. o

Advanced...

Diffie-Hellman ., 1, F15 44 s e (17 s C1s 2o 2t

Groups:
"Key Life: ® Seconds O KBytes O Both
43200 (Seconds)
Auto Keep Alive: [ ]
DHCP-IPsec: [

Quick Mode Selector

.................

i Save | Cancel

.................

The Create New IPSec Phase2 and Edit IPSec Phase2 forms contain the following fields:

Settings Guidelines

Tunnel Name Required. Type a name for this Phase-2 configuration. The value is a
string with a maximum of 35 characters.

Phase 1 Required. Select an IPSec Phase-1 configuration.
Advanced
P2 Proposal Select the encryption and authentication algorithms. You can select more

than one. Use the arrows to move the algorithms from Available
Encryption-Authentication Pair box to the Selected Encryption-
Authentication Pair box.

Replay Detection Select to enable or disable replay detection. Replay attacks occur when
an unauthorized party intercepts a series of IPsec packets and replays
them back into the tunnel. The default is selected.

Perfect forward secrecy (PFS) Select to enable or disable perfect forward secrecy (PFS). Perfect forward
secrecy (PFS) improves security by forcing a new Diffie-Hellman
exchange whenever the key life expires. The default is selected.
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Configuring VPNs VPNs

Settings Guidelines

172

Diffie-Hellman Groups Required. Select one or more of the following Diffie-Hellman (DH) groups:
2,5,14, 15, 16, 17, 18, 19, 20, 21. At least one of the DH group settings
on the remote peer or client must match one the selections on the
FortiGate unit. Failure to match one or more DH groups will result in
failed negotiations. Only one DH group is allowed for static and dynamic
DNS gateways in aggressive mode. By default, 5 and 14 are selected.

Key Life Required. Select the PFS key life. Select Seconds, KBytes, or Both.
« If Seconds is selected, type the number of seconds. The default
is 43200. The value range is 120-172800.

« If KBytes is selected, type the number of KB. The default is 5120.
The value range is 5120-4294967295.

« If Bothis selected, type the number of seconds and the number
of KB.

Auto Keep Alive Optional. Select to enable or disable autokey keep alive. The phase 2 SA
has a fixed duration. If there is traffic on the VPN as the SA nears expiry, a
new SA is negotiated and the VPN switches to the new SA without
interruption. If there is no traffic, the SA expires and the VPN tunnel goes
down. A new SA will not be generated until there is traffic. The Autokey
Keep Alive option ensures that a new SA is negotiated even if there is no
traffic so that the VPN tunnel stays up. The default is deselected.

DHCP-IPsec Optional. The default is deselected.
Quick Mode Selector

Local Address Select Subnet, IP Range, IP Address, or Named Address.
« |If Subnet is selected, enter an IP address and netmask.

« If IP Rangeis selected, enter the first IP address and the last IP
address in the range.

« If IP Address is selected, enter an |Pv4 address.
o If Named Address is selected, select from the drop-down list.

Remote Address Select Subnet, IP Range, IP Address, or Named Address.
« |If Subnet is selected, enter an IP address and netmask.

« If IP Rangeis selected, enter the first IP address and the last IP
address in the range.

o |If IP Address is selected, enter an |IPv4 address.
o If Named Address is selected, select from the drop-down list.

Local Port Enter the number of the local port. The default is 0 The maximum value is
65535.
Remote Port Enter the number of the remote port. The default is 0 The maximum

value is 65535.

Protocol Enter the protocol number. The default is 0 The maximum value is 255.
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The Router tree under the Device Manager tab displays a list of static routes.

Home Dashboard Policy & Objects  Device Manager  View Wireless Networks Reports Rogue AP Additional Resources  Audit
ADOM_50/FWF60C3G10000674/vd2 ¢ |7
‘ Show entries
: D Destination Gateway Interface Distance
4-gvpn
H |PSec Phase 1 No data available
i i IpSec Phase 2
i ~& Router
-~ Static Route

Configuring static routes

Use the Router area to define static routes.
In this area, the following actions are available:

o Search—enter text to search for in the table
o Create New—define a static route

« Edit—change an existing static route

« Delete—delete a static route

Adding a new static route

1. Select Static Route from the Router tree.

Configuring static routes

0.02 MB used of 5.00GB | | _ )
site,wifi

Search

Priority

2. Right-click a static route and select Create New Route. If the table is blank, right-click under the column headings

and select Create New Route.
3. Enter values in the relevant fields and select Save. See "Static route fields" on page 174.
4. Select Save.

Updating a static route

Select Static Route from the Router tree.
Right-click a static route and select Edit.
Update the values that have changed.
Select Save.

> wbd -~

Deleting a static route

1. Select Static Route from the Router tree.
2. Right-click a static route and select Delete.
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Static route fields

Create New Static Route ®
* Destination: Subnat y
0.0.0.0/0.0.0.0
" Interface: ftp-proxy y

* Gateway: | gp.0.0
" Distance: | g
" Priority: |

Comments: 0/255

.................

.................

The Create New Static Route and Edit Static Route forms contain the following fields:

Settings Guidelines

Destination Required. Select Subnet or Named Address for the destination.
o |If Subnet is selected, enter an IP address and netmask.

o |f Named Address is selected, select from the drop-down list.

Interface Required. Select the network interface that connects to the gateway from the drop-down
list.
Gateway Required. Enter an IPv4 address for the next hop.
Distance Required. Enter the distance. The default is 10. The maximum is 255.
Priority Required. Enter the priority. The default is 0. The maximum is 4294967295
Comments Enter an optional description. The value is a string with a maximum of 255 characters.
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